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Abstract— The security of data during communication is an ever-growing challenge, as outdated algorithms face increasing
vulnerability. Audio steganography offers a promising alternative by embedding data within audio signals in a manner that is
imperceptible to human listeners. Recent advancements in cover selection as well as cover generation techniques have improved the
quality and suitability of audio for embedding, yet the parameters influencing imperceptibility remain underexplored. This research
aims to identify and evaluate key audio parameters which are energy, the total and value distribution of silent samples. These
parameters can be assessed prior to the embedding process which offer a potential advantage over existing metrics, typically require
post-embedding analysis to accurately assess imperceptibility. The methodology of this research consists of five main stages:
parameter identification, dataset preparation, parameter extraction, embedding, and evaluation. Signal-to-Noise Ratio (SNR) was
employed as the primary metric to assess perceptual transparency, with 20% data capacity embedded in each audio of total 220
audio. The first experiment revealed a positive correlation as high as r = 0.706 between energy and SNR, indicating that higher-
energy audio benefit from auditory masking, resulting in improved imperceptibility. The second experiment showed a negative
correlation, r = —0.787 between total silent sample and SNR, confirming that embedding in silent sample increases the risk of
perceptible artifacts. Silent sample that has higher value exhibited superior SNR values compared to those with extremely lower
value. These findings highlight the importance of pre-embedding analysis in identifying suitable samples for embedding. By
identifying and evaluating these influential parameters, this research contributes to the development of intelligent cover generation
strategies that enhance the transparency of audio steganography systems. The insights presented offer a foundation for future design,
optimization, and real-world application of robust data-hiding techniques.
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[. INTRODUCTION

Audio steganography is a branch of information hiding that
involves concealing secret data within audio signals in such a
way that the presence of the hidden information remains
imperceptible to unintended listeners [1]. This technique
leverages the characteristics of the Human Auditory System
(HAS), which is less sensitive to minor alterations in audio
signals, thereby enabling covert communication between the
sender and the intended recipient [2]. Common audio formats
used in steganographic applications include uncompressed
waveform audio files (.wav) [3] and compressed formats such
as MPEG-1 Audio Layer III (.mp3) [4], each offering distinct
advantages in terms of data capacity and processing
complexity.

The effectiveness of any audio steganography method is
typically evaluated based on four fundamental characteristics:
capacity, imperceptibility, robustness and security. Capacity
refers to the amount of secret data that can be embedded
within the cover audio [5]. Imperceptibility ensures that the
embedded data does not produce audible distortions
detectable by human listeners [6]. Robustness measures the
resilience of the hidden data against various attacks aimed at
corrupting or removing the secret message from the stego-file
[7]. Lastly, security represents the ability to prevent a secret
message from being illegally accessed or a stego-file from
being detected [8]. These characteristics are interdependent,
and three primary trade-offs are commonly observed among
them: 1) capacity-imperceptibility, 2) imperceptibility-
robustness, and 3) robustness-capacity [7]. Achieving an
optimal balance among these characteristics is challenging, as
improvements in one often lead to compromises in the others.

Audio steganography can be implemented either in the
time domain or in the transform domain [9], [10]. Several
existing audio  steganography techniques commonly
implemented under these domains are LSB modification,
phase coding, echo hiding, parity coding, spread spectrum,
and wavelet domain [11]. All these techniques have different
approaches to improving certain aspects of their
characteristics.

To enhance the core characteristics of steganography,
researchers generally adopt two main approaches. The first
approach involves improving the embedding strategy by
proposing new techniques such as variations of phase coding
[12], [13] or Least Significant Bit (LSB) [14]. This includes
the use of cost functions to adaptively determine optimal
embedding locations based on the properties of the cover
audio.

The second approach shifts the task of cover selection from
manual to automated systems. This can involve selecting an
optimal cover from a database tailored to the embedding
strategy [15] or generating a cover from scratch based on
specific parameters aligned with the secret message [16].
These approaches may be implemented independently or in
combination, depending on the research objectives.

Each approach offers distinct advantages. The first
strengthens the technical foundation of steganography by
refining embedding mechanisms, while the second reduces
human error by ensuring optimal cover selection. Effective
implementation of either or both approaches is reflected in

improved imperceptibility, robustness, capacity and security
of the steganographic system.

While numerous parameters have been proposed in
previous research to support cover generation or cover
selection, most of these efforts have been concentrated within
the domain of image steganography [17]. In contrast, research
involving audio steganography has largely relied on
parameters derived after the embedding process, such as
Signal to Noise Ratio (SNR) and sample difference before
and after embedding [3]. This post-embedding dependency
introduces inefficiencies, particularly when evaluating
multiple embedding configurations. Therefore, there is a clear
need to identify and utilise audio-specific parameters that can
be assessed prior to the embedding process. Such an approach
would enable early-stage evaluation of cover suitability,
reduce computational complexity, and improve the overall
efficiency of audio steganography systems.

The remainder of this paper is outlined as follows. Section
IT presents the literature review. Section III describes the
research methodology. Section IV discusses the evaluation
results and findings. Section V concludes the paper and
highlights directions for future research.

II. LITERATURE REVIEW

Audio steganography is a technique used to conceal a
secret message within a cover audio, such that the presence of
the hidden data remains undetectable to unintended recipients.
The standard audio steganography model, illustrated in Figure
1 [17], represents the conventional approach where the user
manually selects a cover audio file and provides the secret
message. The system then embeds the message into the
chosen cover and produces the stego-file. This model is
widely adopted due to its simplicity and direct workflow.
However, it places the burden of cover selection on the user,
which may lead to suboptimal choices that compromise its
characteristics, such as either one or more [18].

To address these limitations, the cover selection model
introduces an automated mechanism for identifying the most
appropriate cover file from a predefined database [19]. As
shown in Figure 2 [17], the system begins by requesting the
secret message from the user. It then evaluates available cover
files using specific comparison criteria, such as maximum
embedding size, as well as SNR, to select the optimal
candidate for embedding. One real-world application of cover
selection is selecting a set of cover files from the fewest
possible files. Since extensive calculations are needed to
determine each audio's capacity to ensure that the minimum
number of images can conceal the maximum size of the secret
message, a cover selection process is designed to speed up the
calculation process, hence providing optimised selection in a
short amount of time instead of relying on the manual
calculation by the human [20].

Expanding further, the cover generation model, depicted
in Figure 3 [17], eliminates the need for a pre-existing cover
database altogether. Instead, the system dynamically
generates a cover audio file tailored to the characteristics of
the secret message and the embedding strategy. After
receiving the message from the user, the system synthesises a
suitable cover, embeds the message, and produces the stego-
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file. This model significantly reduces user involvement and
enhances adaptability, making it particularly advantageous for
real-time applications or environments where preparing a
large cover database is impractical. This approach improves
the overall performance of the steganographic process by
generating covers that meet optimal characteristics.
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Figure 1. The state-of-the-art steganography model in the form of an activity diagram [17].
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Figure 1. The steganography model involving the cover selection method in the form of an activity diagram [17].

Together, these models reflect the evolving strategies in
audio steganography from manual workflows to intelligent
automation, highlighting the importance of cover selection
and generation in achieving secure and imperceptible
communication.
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Figure 3. The steganography model involving the cover generation method in the form of an activity diagram [17].

A. Parameters Relevant to Audio Cover and Audio

Generation

The effectiveness of audio steganography is highly
dependent on the characteristics of the cover audio used for
embedding. Whether the cover is selected from an existing
database or generated dynamically, several key parameters
must be considered to ensure optimal performance in terms of
imperceptibility, robustness, embedding capacity and security.

1) Capacity:

Several key parameters influence the capacity
characteristics, which are sampling rate, bit depth, duration of
the audio file, and channel configuration.

Firstly, the sampling rate plays a crucial role. Higher
sampling rates, such as 44.1 kHz, yield more data points per
second, thereby enabling finer granularity in the embedding
process. This increased resolution can potentially expand the
available space for hidden information [21].

Similarly, bit depth is a significant factor; greater bit depths,
such as 32 bits, allow for a more precise representation of
audio samples. This precision can be leveraged to embed data
within the least significant bits, minimising perceptual
distortion [22].

The duration of the audio file also directly affects
embedding capacity. Longer durations naturally provide more
audio samples based on the sample rate for embedding [21].

Channel configuration further influences the embedding
potential. Stereo or multi-channel audio formats offer
additional pathways for data distribution compared to mono
audio [22].

Collectively, these parameters determine the payload
capacity of the cover audio. They are possibly evaluated prior
to embedding.

2) Robustness and Security:
Security in audio steganography is often closely linked to
robustness, as both characteristics are influenced by similar

underlying parameters. Key factors such as the choice of
audio format, sample entropy, and amplitude-related
parameters, including stability and scaling, play a significant
role in enhancing the robustness and, consequently, the
security of the steganographic system.

The audio format is a critical determinant of robustness
[23]. Uncompressed formats such as WAV are generally
preferred due to their high fidelity and predictable sample
structure. These formats preserve the integrity of embedded
data even after basic signal processing, making them suitable
for techniques that require precise bit-level manipulation,
such as Least Significant Bit (LSB) embedding combined
with error correction codes. In contrast, compressed formats
like MP3 utilise perceptual coding and quantisation, which
can introduce artifacts and distortions that may compromise
the embedded message.

Entropy, which measures the randomness or
unpredictability of audio samples, also plays a vital role [24].
Low-entropy regions are more stable and less susceptible to
distortion during operations such as compression or filtering,
making them ideal for embedding error-sensitive data.
Embedding in these regions increases the likelihood that the
hidden message will remain intact after processing.
Additionally, entropy analysis can guide the placement of
redundant message copies in stable zones, improving the
chances of successful recovery even if parts of the audio are
corrupted. Conversely, high entropy enhances security by
increasing randomness, which is beneficial in resisting
steganalysis attacks that attempt to detect patterns in the
embedded data.

Amplitude-related parameters carry significant weight in
determining both robustness and security. Amplitude stability
refers to the consistency of an audio signal’s energy
distribution over time. Regions with high amplitude stability
where the signal maintains a relatively constant energy level
are less affected by dynamic range compression or gain
adjustments. These regions are ideal for embedding redundant
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copies of the hidden message, as they help preserve data
integrity during playback or transmission. In contrast, low
amplitude stability increases vulnerability to distortion,
reducing the reliability of the embedded message.

In the context of amplitude scaling, it has been
demonstrated that scaling factors can remain invariant under
amplitude scaling attacks when properly adjusted [25]. This
implies that even if the audio signal is amplified or attenuated,
the embedded data can still be reliably extracted. Therefore,
selecting and tuning appropriate scaling factors enhances the
robustness of the steganographic system against such
transformations. Collectively, these parameters determine the
security and the robustness of the cover audio. They are
possibly evaluated prior to embedding.

3) Imperceptibility:

Several key parameters influence the imperceptibility
characteristics, which are SNR, Peak Signal to Noise Ratio
(PSNR) and Czernikowski Distance.

One of the most widely used metrics is the SNR [3], which
quantifies the ratio between the original audio signal and the
noise introduced during the embedding process. A higher
SNR value indicates that the embedded data has minimal
impact on the audio quality, thereby enhancing the
transparency of the stego-file. SNR serves as a general
indicator of the system’s ability to conceal data without
compromising auditory fidelity. It can be calculated using
Equation 1.

—10. I’
SNR—lO*Eogmm D
where x and ¥ the original cover audio and stego-file sample
respectively, while i denote samples index, while 1 is denoted
as the total audio sample.

Complementing SNR is the PSNR [26], which focuses on
the maximum deviation between the original and stego-file
signals. PSNR is particularly effective in identifying localised
distortions that may not significantly affect the overall SNR
but could still be perceptible to listeners. Higher PSNR values
are typically associated with better imperceptibility and are
useful in fine-grained evaluations of embedding effects. It can
be calculated using Equation 2.

2
PSNR =10 * log, —— @)

where R is the peak signal value in the original cover audio
and MSE is defined in Equation 3.

MSE=~33(x(i) — y(i))? 3)

where x, ¥, nand I carry the same definition as those in the
Equation 1.

In addition to these mathematical metrics, perceptual
models such as the Czernikowski Distance offer a more
nuanced assessment of imperceptibility [27]. This metric
evaluates the dissimilarity between the original and stego-file
signals based on psychoacoustic principles, incorporating
aspects of human auditory perception. Unlike SNR and PSNR,
which rely solely on sample values differences, Czernikowski

Distance accounts for perceptual masking and sensitivity,
making it a more accurate indicator of auditory transparency.
Lower values of this metric suggest a higher degree of
similarity and, consequently, better imperceptibility.

Although these parameters are commonly used in the
selection or generation of cover audio, they can only be
accurately measured after the embedding process has taken
place. This limitation may delay the audio selection or
generation process and introduce additional computational
complexity into the steganographic method. Therefore, this
research aims to identify and utilise audio-related parameters
those associated with imperceptibility that can be evaluated
prior to the embedding process. By doing so, the system can
streamline the cover audio generation or selection phase.

III. RESEARCH METHODOLOGY

This research modifies and extends a structured
methodology [26] to investigate imperceptibility in audio
steganography by analysing audio-related parameters that can
be measured prior to the embedding process. The
methodology process flow is shown in Figure 4.

Parameter .
Identification

Literature Review

!

Audio Collection
Audio Cleaning

{

Dataset .
Preparation .

Parameter . Silent Sample
Extraction e  Energy Calculation
Embedding . Embedding using LSB
Process and DWT Methods
Evaluation . SNR Calculation

Figure 4. Research methodology.

The methodology consists of five main stages: parameter
identification, dataset preparation, parameter extraction,
embedding, and evaluation. Additional details for each step
are provided in the subsection below:

A. Parameter Identification

The initial stage of this research involves identifying key
audio parameters that influence imperceptibility in
steganographic embedding. This was accomplished through
an extensive literature review focusing on cover generation
and selection techniques within the broader steganography
domain.
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Due to the limited availability of research specifically
addressing audio steganography in this context, the review
was extended to include literature from image and video
steganography.

In image steganography, energy is frequently used as a
metric to assess imperceptibility, with higher-energy samples
offering greater masking potential for hidden data [28].
Drawing from this concept, energy was selected as a
candidate parameter for audio steganography, where it
similarly reflects the intensity of the signal and its potential to
conceal embedded modifications through auditory masking.

Additionally, the review identified a second parameter
relevant to audio which is silent samples. These are audio
samples characterized by minimal or near-zero values,
indicating low sound. Silent samples are analogous to low-
texture regions in images [29], which are more sensitive to
alterations. In audio, these low-value samples are perceptually
vulnerable, and modifications within them are more likely to
be detected by listeners. Therefore, analysing the total count
and distribution of silent samples provides insight into regions
where embedding may compromise imperceptibility.

By identifying energy, total and distribution of silent
sample as key parameters, this research establishes a
foundation for evaluating and optimizing cover audio
selection and generation. These parameters are further
extracted and analysed in subsequent stages to assess their
impact on the perceptual transparency of stego-file.

B. Dataset Preparation

The audio dataset used in this research was sourced from
Freesound.org, a collaborative database of Creative Commons
licensed audio samples. All selected audio files were
downloaded in WAV format, mono channel, and 16-bit
resolution to ensure consistency and compatibility with the
embedding technique. The dataset includes both speech and
music samples to ensure generalisability across different
audio types. The audio samples were then cleaned and
trimmed to a uniform duration of exactly one second. This
preprocessing step ensures that all samples are standardised
for parameter analysis and embedding.

C. Parameters Extraction

Two key parameters were extracted from each audio
sample to support imperceptibility analysis in audio
steganography, which are total silent audio sample and signal
energy. These parameters were selected based on their
relevance to perceptual transparency and their ability to be
measured prior to the embedding process.

The silent audio sample count refers to the number of
samples within the values range of 0 to 4095. These samples
represent inaudible part of audio. Due to the sensitivity of the
human auditory system, even minor modifications in these
segments can produce perceptible artifacts such as hissing or
distortion. Therefore, analysing the presence and value
distribution of silent samples is essential for identifying
regions that may pose a higher risk of detection when used for
embedding.

In parallel, the energy of each audio sample was calculated
to assess its dynamic characteristics. Sample energy reflects
the overall strength or intensity of the audio waveform and is
defined mathematically as in Equation 4.

E=Yra(i)? )
wherex, 1 and I carry the same definition as those represented
in Equation 1.

Higher energy values indicate louder or more active
regions in the audio, which are generally more suitable for
embedding due to the auditory masking effect, which is a
phenomenon where stronger sounds mask weaker ones,
making small modifications less perceptible. Thus,
embedding in high-energy regions tends to improve
imperceptibility, as changes are less likely to be detected by
human listeners.

D. Embedding Process

The data embedding process was conducted using two
primary techniques: the Least Significant Bit (LSB) method
and the Discrete Wavelet Transform (DWT).

The LSB method is a spatial (or time) domain technique
that operates by directly substituting the least significant bit of
each audio sample with a bit from the secret message.
Because this modification occurs at the lowest level of binary
representation within the sample, the original amplitude of the
audio signal is altered only by a negligible margin, preserving
the integrity of the carrier signal. For this study, the LSB
algorithm was implemented using Python to handle bitwise
operations on raw pulse-code modulation (PCM) data.

In contrast, the DWT method is a transform-domain
technique that shifts the embedding process from raw samples
to frequency coefficients. The audio signal is passed through a
series of filters specifically a high-pass and a low-pass filter to
decompose the signal into two distinct components which are
1) approximation coefficients that represents the low-
frequency and stable parts of the signal, and 2) detail
coefficients that represents the high-frequency and transient
parts. The secret data is embedded into these coefficients
rather than the time-domain samples. After the data is
integrated into the chosen sub-bands, an Inverse Discrete
Wavelet Transform (IDWT) is applied to reconstruct the
stego-file back into the time domain. This dual-layer approach
allows for data hiding within the mathematical structure of the
frequency spectrum.

Both methodologies were implemented in a Python
environment to ensure a consistent framework for the
evaluation of their specific embedding mechanics.

E. Evaluation

The SNR was employed as the primary objective metric to
evaluate the imperceptibility of the stego-file. SNR measures
the ratio between the original audio signal and the noise
introduced during the embedding process. A higher SNR
value indicates better transparency and lower perceptual
distortion, thereby validating the effectiveness of the selected
audio parameters and the embedding strategy.

To assess the impact of pre-embedding audio
characteristics on imperceptibility, two experiments were
conducted using SNR as the evaluation metric. The first
experiment examined the impact of audio energy on
imperceptibility, analysing how variations in signal energy
influence the perceptual quality of the stego-file. The second
experiment focused on the impact of a silent audio sample
count, investigating how the presence of low-value samples
affects the detectability of embedded data. These evaluations
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offer empirical observations about how different audio
parameters, measured prior to embedding, contribute to the
overall transparency of the steganographic system.

IV.EVALUATION AND DISCUSSION

This section presents and discusses the results obtained from
the evaluation of imperceptibility in audio steganography
using the SNR as the primary metric. The evaluation focuses
on two key audio parameters, which are 1) energy and 2)
silent audio sample. These parameters were analysed to
determine their influence on the perceptual transparency of
the stego-file. 20% of the capacity was embedded into the
audio in both experiments.

A. Impact of Energy on Imperceptibility

The objective of this experiment was to investigate the
relationship between the energy level of an audio signal and
the imperceptibility of embedded data. Analysis was
performed on a total of 220 audio samples, comprising both
music and speech types. For the LSB embedding method, host
signal energy values ranged from approximately 3.68x10%
to 1.22x10"3 while the corresponding SNR values ranged from
49.23 dB to 94.46 dB. The mean SNR across all samples was
79.35 dB, with a standard deviation of 9.58. The scatter plot
in Figure 5 illustrates the relationship between energy and
SNR for both LSB and DWT techniques.

The analysis reveals a strong positive correlation between
energy and SNR for both methods, with Pearson correlation
coefficients of 0.706 for LSB and 0.696 for DWT. This
suggests that audio samples with higher energy consistently
produce higher SNR values, indicating superior objective
imperceptibility. This trend strongly supports the hypothesis
that louder or more dynamic audio segments provide a better
'masking'  environment, effectively concealing the
modifications introduced during the embedding process.

However, a comparison between methods shows that LSB
maintains a significantly higher average SNR (79.35 dB)
compared to DWT (47.11 dB), even though both benefit
similarly from high-energy host signals. It is understandable
due to the nature of embedding itself where LSB directly
manipulates the least significant bits of audio sample while
DWT alters frequency coefficients that, when inverted, can
result in wider changes to the audio sample.

Some outliers remain present specifically, very low-energy
samples in the DWT method yielded SNR values as low as
17.04 dB, whereas the LSB method stayed above 49 dB.
These variations highlight that while energy is a primary
predictor of quality, the choice of embedding algorithm
significantly determines the baseline transparency.

In conclusion, the results demonstrate that energy is a
critical predictor of imperceptibility in audio steganography.
By analyzing energy levels prior to embedding, researchers
can identify high-energy masking regions that minimize the

noise-to-signal ratio, thereby enhancing the overall

transparency and security of the stego-file.

B. Impact of Silent Sample on Imperceptibility

The objective of this experiment was to investigate the
relationship between the quantity of silent samples and the
imperceptibility of the stego-file. Similar with first
experiment, analysis was performed on a total of 220 audio
samples, comprising both music and speech types. Silent
samples are defined as those with values ranging from 0 to
4095. The total count of silent samples in each audio file was
calculated and compared against the corresponding SNR
values.

The dataset includes samples with total silent counts
ranging from 6,002 to 44,100. The mean silent sample count
was approximately 34,633, with a standard deviation of
9,926.8. For the LSB method, the SNR values ranged from
49.23 dB to 94.46 dB, with a mean of 79.35 dB with standard
deviation of 9.58. Figure 6 illustrates the relationship between
total silent samples and SNR for both LSB and DWT
techniques.

The analysis reveals a strong negative correlation between
the total silent sample count and SNR, with Pearson
correlation coefficients of —0.770 for LSB and —0.787 for
DWT. This indicates that audio samples with a higher density
of silent samples consistently produce lower SNR values,
confirming a reduction in objective imperceptibility. These
findings align with psychoacoustic principles, as the human
auditory system is more sensitive to modifications in quiet
regions. When embedding occurs in low amplitude (silent
samples), the noise introduced is proportionally much larger
relative to the local signal power, leading to a more
significant degradation of the SNR compared to embedding in
high-energy regions. Furthermore, the data shows that as the
number of silent samples approaches the total frame size
(44,100 samples), the SNR reaches its lowest points for both
methods. This suggests that the distribution of sample values
is a critical factor; audio files dominated by extremely low-
value samples provide poor masking for steganographic data.
In contrast, files with fewer silent samples (closer to the 6,000
range) maintain significantly higher transparency, with SNR
values frequently exceeding 85 dB in the LSB method.

In conclusion, the results confirm that the total count of
silent samples is a highly reliable predictor of imperceptibility.
A high concentration of silent samples significantly increases
the noise-to-signal ratio, thereby degrading the quality of the
stego-file. These insights suggest that pre-embedding analysis
of silent sample density can be used to steer data toward more
‘active' audio regions, effectively maximizing the perceptual
transparency and objective quality of the stego-file.
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Figure 6. Scatter plot relationship between silent sample and SNR.

V. CONCLUSIONS

This research has presented a systematic investigation into
audio-related parameters that influence imperceptibility in
audio steganography, with a particular focus on parameters
that can be measured prior to the embedding process. Through
two key experiments, it shows that imperceptibility
parameters can be evaluated prior to the embedding process.

The first experiment revealed a positive correlation
between audio energy and SNR, indicating that higher-energy
signals tend to mask embedded data more effectively, thereby
enhancing imperceptibility. The second experiment indicated
that the total and value distribution of silent samples play a
critical role in perceptual quality. Specifically, embedding in
extremely low amplitude samples increases the risk of
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perceptible artifacts, while targeting higher-values samples
within the silent range improves transparency.

These findings support the development of pre-embedding
analysis techniques that can guide the selection of suitable
cover audio, reducing computational complexity and
improving the overall efficiency of the steganographic
process.

Future work will focus on the development of an
intelligent cover audio generation framework. This system
will synthesise or select audio content based on optimised
energy levels and silent sample distributions to ensure high
imperceptibility and robustness. By integrating these pre-
evaluated parameters into the generation process, the
framework aims to automate and enhance the security of
audio steganography applications, particularly in dynamic or
real-time environments.
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