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Abstract— Symmetric cryptography, particularly the Advanced Encryption Standard (AES), is widely used for secure data 

transmission due to its computational efficiency and strong encryption structure. However, limited internal randomness in AES 

makes it susceptible to advanced cryptanalytic attacks. To address this limitation, this research proposes an enhanced encryption 

approach that integrates Genetic Algorithm (GA) techniques into the AES framework to enhance randomness. The GA employs 

variable-length chromosomes and entropy-based fitness evaluation to evolve dynamic binary outputs through selection, crossover, 

and mutation operations. These evolved outputs are used to introduce controlled randomness into the encryption process, resulting in 

unpredictable and robust ciphertext. The expected outcome includes improved increased randomness, and stronger resistance to 

differential and linear attacks. In conclusion, the proposed GA-AES enhanced model offers a mechanism to strengthen symmetric 

encryption by introducing evolutionary randomness, making it more secure for modern data protection needs. 

 
Keywords— Symmetric Cryptography; Advanced Encryption Standard (AES); Genetic Algorithm; Enhanced Encryption; 

randomness. 
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I. INTRODUCTION 

In the modern era of digital communication, ensuring data 

confidentiality and integrity through robust cryptographic 

mechanisms is of critical importance. Among symmetric 

encryption algorithms, the Advanced Encryption Standard 

(AES) remains a cornerstone due to its efficiency, speed, and 

widespread adoption across applications [1-3]. However, the 

unchanging nature of AES components—such as 

predetermined substitution layers (S-Box) and transformation 

matrices (MixColumns)—limits its adaptability and 

introduces vulnerabilities to advanced cryptanalytic 

techniques, including differential and linear attacks [4, 5]. The 

predictable internal structures in standard AES can potentially 

be exploited if the key or internal transformations become 

compromised [6]. 

To overcome these limitations, this research introduces an 

enhanced cryptographic model that integrates Genetic 

Algorithm (GA) techniques into the AES framework [7, 8]. 

Rather than using GA for key generation, this study utilizes 

evolved binary offspring from GA to design new AES 

components, particularly a substitution box (S-Box) [2, 9]. 

Specifically, the proposed model explores three enhancement 

pathways: (1) designing an S-Box based on GA-generated 

offspring [10], (2) constructing a customized MixColumns 

matrix from the evolved sequences, and (3) modifying both 

components to maximize unpredictability and diffusion [1, 3]. 

The GA process applies variable-length chromosomes, 

entropy-based fitness functions, and genetic operators like 

crossover and bit-flip mutation to produce cryptographically 

resilient 128-bit offspring used in AES transformation logic 

[11, 12]. 

This integration of evolutionary computing with 

symmetric encryption aims to move beyond rigid designs by 

introducing genetic diversity into AES’s internal operations 

[4]. The expected result is an encryption system with 

improved avalanche effect, higher entropy, and greater 

resistance to cryptanalytic and brute-force attacks [1, 2]. The 

work on the MixColumns transformation and other AES 

components will be addressed in future developments to 

further enhance AES's cryptographic strength [1, 6]. 

 

A. Research Objectives 

 

1. To identify the critical components and optimal 

parameter configurations of Genetic Algorithms (GA) 

for implementing crossover and mutation operations 

using variable-length chromosomes. 

2. To design an enhanced symmetric encryption model 

that integrates GA-evolved variable-length outputs into 

core AES components such as the S-Box and 

MixColumns transformations. 

3. To evaluate the cryptographic strength of the proposed 

enhanced model based on randomness properties. 

 

B. Research Questions 

 

1. What are the essential genetic algorithm components 

and parameter settings required to effectively 

implement crossover and mutation using variable-

length chromosomes? 

2. How can an enhanced GA-AES encryption algorithm 

be designed by incorporating variable-length 

chromosome outputs into internal AES components to 

enhance randomness and security? 

3. How effective is the proposed cryptographic framework 

in ensuring resilience, randomness, and efficiency 

against modern cyber threats? 

II. LITERATURE REVIEW 

This section provides a systematic review of 12 studies 

(2014–2024) on enhancing AES security through advanced S-

Box design and the integration of Genetic Algorithms (GA), 

analyzing their methodologies, strengths, limitations, and 

applicability to the proposed GA-AES enhanced framework. 

The reviewed works illustrate how dynamic and key-

dependent S-Boxes, chaotic maps, and GA-based key 

evolution significantly improve the nonlinearity, diffusion, 

and resistance of AES against differential and linear 

cryptanalysis, yet they also reveal persistent challenges in 

computational overhead, implementation complexity, and 

scalability. This research addresses these gaps by proposing a 

unified GA-driven model that generates customized S-Box 

and MixColumns transformations, introducing adaptive 

internal diversity to strengthen symmetric encryption. The 

accompanying tables categorize key findings into entropy 

enhancement, genetic optimization, S-Box nonlinearity, and 

cryptanalytic resistance, establishing the foundation for the 

novel contributions in robust and efficient AES encryption. 

Table I shows 17 recent studies (2014–2024) on 

enhancing the security of AES through Genetic Algorithm 

(GA)-based approaches, emphasizing key findings and 

methodologies relevant to the development of a GA-AES 

enhanced framework. Recent studies have demonstrated the 

effectiveness of integrating GA techniques into cryptography, 

particularly in generating dynamic S-Boxes and optimizing 

other internal transformations like MixColumns, which 

significantly improve AES’s resistance to both cryptanalysis 

and brute-force attacks [4][7][13]. These findings reflect the 

growing interest in enhancing traditional cryptographic 

algorithms with evolutionary computing techniques to 

overcome AES’s limitations, specifically its reliance on static, 

predictable components. 
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TABLE I. LITERATURE REVIEW TABLE (2014–2025) 

Ref Domain Key Size 
Algorithm 

Used 

Fitness Score 

Formula 

 

Best Fittest 

Selection 

Crossover 

Method 

Mutation 

Technique 

 

Strengths 

 

Weaknesses 

[7] Sym. Crypt 
48 bits, 

128 bits 

Genetic 

Algorithm (GA) 

Gap Test & 

K-S Test 

Max fitness + 

Hamming 
distance 

One-point Bit flip High Randomness 

High 

Computation 
Time 

[9] 
Stream 

Cipher 

Variable 

(LFSR-
based) 

GA + LFSR 
Randomness 

tests 

Non-
repeating 

sequence 

generation 

Custom 

(nibble shift) 

Two-stage 

mutation 
Long Key Sequence Complexity 

[3] 
Sym. 
Crypt. 

Variable GA 
Entropy-based 
Fitness 

Fitness 

threshold 

satisfaction 

Ring-type 
(one-point) 

Modular 
arithmetic 

Strong Entropy 
Processing 
Overhead 

[8] 

Asym. 

Crypt. 
(ECC) 

159–521 

bits 
ECC + GA 

Distance to 

target ECC 
point 

Tournament 

selection 

Uniform 

crossover 

Random 

mutation 

Small Key Size, Fast 

ECC 
Complexity 

[5] 
DNA 

Crypt. 
Variable 

DNA-based 

OTP & RSA 

Not GA 

(biological 
encoding) 

N/A N/A N/A 
High Density 

Encoding 

Complex Lab 

Procedures 

[6] 
Sym. 

Crypt. 
Variable GA 

Entropy-based 

Fitness 

Fitness 
proportionate 

selection 

One/two/unif
orm 

crossover 

Bit inversion High Flexibility 
Increased 
Computational 

Load 

[7] 
Sym. 
Crypt. 

Variable GA 
Entropy-based 
Fitness 

Random 
pairing 

Multi-point 
crossover 

Bit flip High Randomness 
Time 
Complexity 

[8] 

Sym. 

Crypt. 
(Cloud) 

128 bits 
GA + Caesar 

cipher 

None 
specified 

(simple XOR-

based) 

N/A 

Random 

point 
crossover 

Bit flip Simplicity 
Weak Security 

(XOR only) 

[12] 
Crypt. 

Review 
N/A N/A N/A N/A N/A N/A 

Comprehensive 

Comparison 

No 

Implementation 

[4] 

AES 

Security 

Enhanceme
nt 

128/192/2

56 bits 

Advanced S-
Box design + 

GA 

N/A N/A N/A N/A 
High Nonlinearity, 

Dynamic S-Box 

Increased 
Complexity, 

Slower Speed 

[14] 
Dynamic 
S-Box 

Generation 

Variable GA N/A N/A N/A N/A 
Better Confusion, 

Higher Nonlinearity 

Implementation 

Overhead 

[1] 

Cryptograp

hy, IoT 
Security 

128-bit 
Simplified AES 

(S-AES) 
N/A N/A N/A 

Boolean 

logic-based 

substitution 
box 

optimization 

Efficient for IoT 

devices, reduces area 

and power 
consumption by 50% 

compared to S-AES 

Limited to 
simplified AES, 

hardware 

implementation 
not tested on 

large-scale 

systems 

[10] 

Cryptogra

phy, 

Image 
Encryptio

n 
 

128-bit 

Elliptic Curve 

Cryptography 
(ECC) + 

Möbius 

transformation-
based S-box 

N/A N/A N/A 

Random 

generation 

and Möbius 
transformatio

n 

Efficient, highly 

dynamic S-box 
generation 

Computational 
cost for high 

nonlinearity S-

boxes 

[2] 

Cryptograp

hy, IoT 
Security 

128-bit GA N/A N/A 
One-point 

crossover 
N/A 

Dynamic S-box 

generation for 
enhanced security 

Lack of detailed 
cryptanalytic 

performance 

analysis 

[6] 

Cryptograp

hy, 
Lightweigh

t 

Encryption 

128-bit, 

256-bit 

Pycastx (ECC + 

Dynamic AES 

S-box 
generation) 

N/A  
One-point 

crossover 

Swap 

mutation 

Entropy-driven key 

selection                   

Lightweight, secure 
for IoT environments 

Limited 

customization 

for advanced 
systems 

[3] 

Cryptograp

hy, IoT 

Security 

128-bit 

Chaotic 

Logistic Map 
for dynamic 

key-dependent 

N/A N/A N/A N/A 

Robust dynamic key-

dependent S-box for 

enhanced security 

Increases 

computational 
complexity in 

resource-
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Ref Domain Key Size 
Algorithm 

Used 

Fitness Score 

Formula 

 

Best Fittest 

Selection 

Crossover 

Method 

Mutation 

Technique 

 

Strengths 

 

Weaknesses 

S-box 

generation 

constrained 

environments 

[13] 

AES S-

Box 

Analysis 

128/192/2
56 bits 

Enhanced S-
Box via PRNG 

N/A N/A N/A N/A 
Low Correlation, 
Higher Nonlinearity 

Not tested in 

Real-world 

Applications 

 

 

The proposed GA-AES model builds on these 

advancements by introducing genetic diversity into the 

internal operations of AES. By leveraging GA to generate 

dynamic S-Boxes and transformation matrices, the model 

enhances AES’s adaptability and resilience against modern 

cryptanalytic methods. These modifications specifically 

address the weaknesses inherent in static AES components, 

such as its predefined S-Box [13][14], which has been 

identified as a potential vulnerability in the face of 

sophisticated algebraic and statistical attacks. The integration 

of GA techniques aims to mitigate these risks by evolving 

encryption components, ensuring that AES operates with 

greater unpredictability and enhanced security, which are 

critical in securing sensitive information in today’s digital 

landscape. 

Several studies focusing on the use of GA for evolving 

cryptographic keys and S-Boxes have reported significant 

improvements in nonlinearity and diffusion—two essential 

properties that enhance AES's ability to resist differential and 

linear cryptanalysis [9][11]. These studies highlight the 

potential of GA-driven S-Boxes to outperform traditional 

static S-Boxes, especially in terms of entropy and resistance 

to algebraic attacks [13]. The dynamic nature of GA-

generated components adds a layer of randomness to AES’s 

encryption process, making it more difficult for attackers to 

predict internal transformations or derive the encryption key. 

Moreover, enhanced cryptographic approaches that 

combine GA with other advanced techniques, such as chaotic 

maps and dynamic key schedules, have demonstrated 

considerable improvements in security while preserving 

AES’s performance and efficiency [4][7]. These enhanced 

models not only increase the cryptographic strength of AES 

but also enhance its resilience against a wider array of attacks, 

including those targeting the algorithm’s predictable structure. 

The proposed GA-AES enhanced framework incorporates 

these ideas by using GA to evolve both the S-Box and 

MixColumns matrices, ensuring higher entropy and improved 

cryptographic resilience without compromising computational 

efficiency. 

The literature also reveals that integrating evolutionary 

algorithms like GA into AES can address the algorithm’s 

inherent vulnerabilities, particularly its predictable internal 

structure and resistance to cryptanalysis [4][11]. By 

incorporating GA into AES’s design, the algorithm benefits 

from enhanced randomness and diversity in its operations, 

which are crucial for securing data in modern cryptographic 

applications. This is particularly important as attackers 

increasingly use advanced statistical analysis and brute-force 

methods to break traditional encryption schemes. 

 

 

The reviewed literature underscores the potential of GA to 

introduce sufficient randomness into AES’s internal 

transformations, thereby making it more resistant to 

cryptanalysis while maintaining its computational efficiency. 

The proposed GA-AES enhanced model takes advantage of 

these findings, combining the proven strengths of 

evolutionary algorithms with the robustness of AES to create 

a more adaptive and secure encryption system. This enhanced 

approach, supported by extensive research, positions GA-AES 

as a significant advancement in the development of secure, 

efficient, and adaptive cryptographic solutions that address 

the challenges posed by modern cybersecurity threats. 

 

III. METHODOLOGY 

This research proposes a enhanced cryptographic model 

that integrates Genetic Algorithm (GA) with the Advanced 

Encryption Standard (AES), aiming to enhance the robustness 

of AES against cryptanalytic attacks while maintaining its 

performance. The model aims to optimize AES's internal 

components—specifically the S-Box and MixColumns 

transformation matrix—using GA techniques such as 

selection, crossover, and mutation. This section describes the 

research methodology, which is divided into three main 

phases: Literature Review, Design, and Analysis. Each phase 

builds upon the last, contributing to the development of a GA-

AES enhanced algorithm that can potentially overcome the 

existing limitations of static AES components. 

 

 

Research Design Flowchart 

 

Figure 1 presents a comprehensive and structured 

flowchart detailing the three-phase research design used to 

develop the GA-AES enhanced algorithm. This methodology 

integrates Genetic Algorithm (GA) concepts with Advanced 

Encryption Standard (AES), focusing on enhancing AES’s 

cryptographic resilience. The diagram highlights the 

sequential steps taken in each phase: the Literature Review 

Phase, where existing research informs the foundation of the 

enhanced model; the Design Phase, where the GA 

components are integrated into the AES structure; and the 

Analysis Phase, where the performance of the new GA-AES 

algorithm is tested using the NIST Statistical Test Suite. This 

structured approach ensures the development of an adaptive 

AES system with increased cryptographic strength and 

improved resistance to modern cryptanalytic techniques. 
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Figure 1. Research Design Flowchart 
 

 

Phase 1: Literature Review Phase 

The Literature Review Phase sets the foundation for this 

research by gathering insights from existing studies on 

Genetic Algorithms, AES, and their enhanced applications in 

cryptography. This phase focuses on three key steps: 

A. Genetic Algorithm Concepts 
In this step, the basic concepts of Genetic Algorithms—

such as selection, crossover, and mutation—are explored. The 

review identifies various applications of GA in cryptography, 

highlighting how GA can be leveraged to introduce dynamic 

randomness and improve key generation, S-Box design, and 

other cryptographic processes. 

B. Basic Concepts of AES 
This step delves into the architecture of the Advanced 

Encryption Standard (AES), including its key components 

like the S-Box and MixColumns transformations. The aim is 

to understand the current structure of AES and pinpoint where 

improvements can be made by integrating GA 

C.  Security Requirements and Evaluation Criteria 
This step involves analyzing the security requirements for 

symmetric cryptographic algorithms and the evaluation 

criteria used in previous studies to assess their effectiveness. 

The review highlights the importance of factors such as 

entropy, avalanche effect, and resistance to cryptanalysis, 

which will guide the development of the proposed GA-AES 

enhanced model. 

Phase 2: Design Phase 

In the Design Phase, the core components of the GA-AES 

enhanced algorithm are developed. This phase is divided into 

three key steps. 

A.  Initialization of GA Component 
The first step involves initializing all components of the 

GA, including generating variable-length chromosomes to 

evolve binary offspring. These chromosomes will represent 

different AES components, such as the S-Box and 

MixColumns matrices. The GA will generate two offspring 

for further testing and validation. 

B.  Identification of AES Structure 
The first step involves initializing all components of the 

Genetic Algorithm (GA), which includes the creation of 

variable-length chromosomes. These chromosomes will 

evolve through the GA process to generate binary offspring. 

The evolutionary process will involve selection, crossover, 

and mutation to produce offspring that represent potential 

solutions.   

C.  Constructing the GA-AES Enhanced Algorithm 

Finally, this step combines the evolved S-Box and 

MixColumns matrix into the existing AES framework. The 

modified algorithm is designed to integrate the GA-generated 

offspring, introducing variability and unpredictability in the 

transformations to enhance AES’s cryptographic strength.  

D.  Experimental design flowchart for GA-AES 

Enhanced Algorithm 

 

Figure 2 illustrates the step-by-step process flow of the 

GA-AES enhanced algorithm. This diagram outlines how the 

Genetic Algorithm (GA) generates dynamic cryptographic 

components, such as the S-Box and MixColumns matrices, 

which are then integrated into the AES framework. The figure 

highlights the key stages, from initializing the population and 

evolving the GA components, to integrating the best 

individual into the AES structure for enhanced security. The 

final step includes evaluating the cryptographic resilience of 

the GA-AES model using the NIST Statistical Test Suite 

(NIST STS), ensuring its effectiveness in securing data 

against cryptanalytic attacks. 

In the GA-AES enhanced model, the process begins with 

Phase 1, where the population for the Genetic Algorithm (GA) 

is initialized. These chromosomes serve as the starting point 

for the evolutionary process, setting the foundation for the GA 

to iteratively improve these components.  

In Phase 2, the key genetic processes—selection, 

crossover, and mutation—are implemented. Selection 
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identifies the best-performing chromosomes based on a 

fitness function, which then undergo crossover to combine 

their genetic material and create offspring. Mutation 

introduces random changes to maintain genetic diversity, 

ensuring the evolution of better solutions.  

 

 
 

Figure 2. Experimental Design Flowchart 
 

Phase 3 focuses on identifying the "best individual" within 

the population, determined by how well the chromosome 

meets cryptographic goals such as entropy, nonlinearity, and 

resistance to cryptanalysis. This selected individual, the 

strongest cryptographic component, is then integrated into the 

AES framework in Phase 4, where the GA-generated S-Box 

and MixColumns matrix are incorporated into AES’s standard 

encryption process, enhancing its diversity and 

unpredictability. The final Phase 5 evaluates the 

cryptographic resilience of the GA-AES enhanced model 

using the NIST Statistical Test Suite (NIST STS). The test 

suite assesses various properties of the encryption system, 

such as randomness, uniformity, and nonlinearity, ensuring 

that the modified AES is resistant to cryptanalysis and robust 

against potential vulnerabilities. Based on the results, the 

effectiveness of the GA-AES enhanced model is validated 

Phase 3: Analysis Phase 

The Analysis Phase involves evaluating the performance 

and security of the GA-AES enhanced algorithm. This phase 

is essential to determine whether the new enhanced model 

successfully improves AES’s resistance to cryptanalysis while 

maintaining its computational efficiency. The analysis 

involves two steps: 

A.  NIST Statistical Test Suite (NIST STS) 

The GA-AES enhanced algorithm is subjected to the NIST 

Statistical Test Suite (NIST STS) to assess its randomness and 

cryptographic resilience. The test suite evaluates the 

algorithm’s output for uniformity, independence, and non-

linearity, ensuring that the evolved S-Box and MixColumns 

transformations produce cryptographically secure ciphertext. 

B.  Results Evaluation 

Based on the outcomes of the NIST STS tests, the results 

are analyzed. If the results meet the expected standards for 

cryptographic strength, the enhanced algorithm is deemed 

successful. If the results fail, adjustments are made to the GA 

parameters, and the algorithm is re-evaluated. 

Identifying GA Component 

This phase focuses on identifying and defining the key 

components of the Genetic Algorithm (GA) to be applied to 

symmetric key generation. The goal is to ensure that the GA 

optimizes key randomness and security by evolving robust 

and cryptographically resilient solutions. Below are the key 

steps in this phase: 

A.  Initialization 

In this step, five chromosomes are initialized. Each 

chromosome is divided into multiple segments, and each 

segment has a predefined bit length. The bits in each segment 

are randomly generated to ensure diversity within the 

population, which is essential for effective GA operations. 

Table II illustrates the initialization stage of the Genetic 

Algorithm (GA), where five chromosomes are generated 

using a variable-length chromosome structure. Each 

chromosome is divided into three segments with differing bit 

lengths, ranging from 16 to 80 bits, to introduce structural 

diversity and avoid uniformity in the initial population. The 

random binary values assigned to each segment ensure a high 

level of initial entropy, which is critical for effective 

evolutionary exploration in cryptographic applications. By 

employing variable-length segments rather than fixed-size 

chromosomes, the GA is better positioned to evolve complex 

and unpredictable binary patterns. This design choice 

enhances the randomness of the generated genetic material 

and provides a stronger foundation for subsequent genetic 

operations such as selection, crossover, and mutation, 

ultimately contributing to improved cryptographic strength. 
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TABLE III. CHROMOSOME INITIALIZATION 

Chromosome Segment Bit 

Length 

Initialized Bits 

Chromosome 

1 

Segment 

1 

32 bits 1101001001101101 

1010100100110111 

Segment 

2 

64 bits 1001010101101010 

1011011001100011 

1110001000101011 

0111000110101110 

Segment 

3 

32 bits 1011010011001011 

0110100111010010 

Chromosome 

2 

Segment 

1 

64 bits 0110101111010110 

1110001100110100 

1100110101001001

11110110 0001111 

Segment 

2 

32 bits 1011101000101101 

1100101101010110 

Segment 

3 

32 bits 0111110010011011 

1101010110100001 

Chromosome 

3 

Segment 

1 

16 bits 1101010110100111 

Segment 

2 

80 bits 1001110101110011 

0101010111000110 

0010111110101001 

1001010111011010 

01001110 

10100110 

Segment 

3 

32 bits 0111010010011101 

11101011 

10101001 

Chromosome 

4 

Segment 

1 

40 bits 1001111010101010 

0110010101111010 

11010001 

Segment 

2 

48 bits 0110100110100111 

1001001010111001 

11100110 0101010 

Segment 

3 

40 bits 1110100100111010 

1011011011001111 

10101100 

Chromosome 

5 

Segment 

1 

64 bits 1010101111100011 

0101110011010101 

0111010110111011 

11100001 

01100101 

Segment 

2 

32 bits 1100110110101100 

11100010 

10010101 

Segment 

3 

32 bits 1010011101101010 

10011001 

11100011 

 

B.  Fitness Evaluation 

The fitness function evaluates the quality of each 

chromosome by measuring the entropy (randomness) and the 

cryptographic strength of its segments. The entropy of each 

segment indicates its randomness, which is essential for 

strong cryptographic security. The fitness score is calculated 

based on the entropy value of each segment, ranging from 0 

(low randomness) to 1 (high randomness). Higher fitness 

scores indicate better suitability for cryptographic applications. 

 

The formula used to calculate the entropy-based fitness score 

is:  

 
Where: 

• H(X)is the entropy of a segment, 

• p(xi)is the probability of bit xix_ixi occurring in the 

segment, 

• n is the number of unique bit values in the segment 

(e.g., 0 and 1 for binary data). 

The entropy-based fitness score is normalized between 0 and 

1:  
 
Fitness Score = H(X) / log₂(2) = H(X) 
 

In this equation, higher entropy values (close to 1) indicate 

more randomness, which improves the security of 

cryptographic systems. 

 

Table III presents the entropy-based fitness scores 

calculated for each chromosome segment after the 

initialization phase. The fitness evaluation measures the 

degree of randomness within each segment using Shannon 

entropy, where values closer to 1 indicate higher randomness 

and stronger suitability for cryptographic use. The results 

show that all chromosomes achieve consistently high fitness 

scores across their segments, demonstrating that the variable-

length chromosome design successfully generates highly 

random binary structures. Notably, slight variations in fitness 

values reflect natural diversity within the population, which is 

essential for preventing premature convergence during the 

evolutionary process. These fitness scores form the basis for 

the selection phase, ensuring that chromosomes with superior 

entropy characteristics are more likely to be chosen as parents, 

thereby guiding the GA towards increasingly robust and 

secure cryptographic components. 

 

TABLE IIIII. FITNESS SCORES FOR EACH CHROMOSOME 

CHROMOSOME SEGMENT 

1 FITNESS 

SCORE 

SEGMENT 2 

FITNESS 

SCORE 

SEGMENT 3 

FITNESS 

SCORE 

CHROMOSOME 

1 
0.85 0.91 0.88 

CHROMOSOME 

2 
0.89 0.82 0.87 

CHROMOSOME 

3 
0.84 0.92 0.85 

CHROMOSOME 

4 
0.86 0.90 0.89 

CHROMOSOME 

5 
0.88 0.87 0.84 
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C.  Selection 

In the selection phase of the Genetic Algorithm (GA), the 

goal is to choose two parent chromosomes that will undergo 

crossover to generate the next generation of cryptographic 

components. The selection is based on the fitness scores of 

each chromosome, which reflect their suitability for 

cryptographic applications. The chromosomes with higher 

fitness scores, representing stronger solutions in terms of 

entropy and cryptographic strength, are given a higher 

probability of selection. 

The selection process is performed using fitness 

proportionate selection (also known as roulette wheel 

selection). In this method, each chromosome’s probability of 

selection is proportional to its fitness score relative to the total 

fitness score of the population. The fitness scores of the 

chromosomes are summed to obtain the total fitness of the 

population, and the selection probability for each 

chromosome is calculated by dividing its individual fitness 

score by the total fitness. 

Calculation of Selection Probabilities 

The fitness scores for each chromosome are as follows: 

• Chromosome 1: 0.85+0.91+0.88=2.64 

• Chromosome 2: 0.89+0.82+0.87=2.58 

• Chromosome 3: 0.84+0.92+0.85=2.61 

• Chromosome 4: 0.86+0.90+0.89=2.65 

• Chromosome 5: 0.88+0.87+0.84=2.59 

The total fitness score for the population is:  

Total Fitness=2.64+2.58+2.61+2.65+2.59=13.07  

The selection probability for each chromosome is 

calculated by dividing its fitness score by the total fitness 

score of the population: 

• Chromosome 1: 2.64/13.07≈0.202 

• Chromosome 2: 2.58/13.07≈0.197 

• Chromosome 3: 2.61/13.07≈0.199 

• Chromosome 4: 2.65/13.07≈0.203 

• Chromosome 5: 2.59/13.07≈0.198 

Based on the calculated probabilities, Chromosome 4 and 

Chromosome 1 have the highest selection probabilities, 

making them the most likely candidates for parent selection. 

Consequently, Chromosome 4 and Chromosome 1 are 

selected as the two parents for the next phase of the GA 

process. 

• Parent 1: Chromosome 4 (Fitness: 2.65) 

• Parent 2: Chromosome 1 (Fitness: 2.64) 

These selected parents will undergo the crossover operation in 

the next phase, where their genetic material will be combined 

to produce new offspring that inherit characteristics from both 

parents. This process ensures that the new population is more 

likely to improve upon the previous generation, ultimately 

leading to a more cryptographically secure solution. 

D.  Multiple-Point Crossover 

In the multiple-point crossover phase, the genetic material 

from the two selected parent chromosomes is combined by 

choosing multiple points at which crossover will occur. This 

allows for a higher degree of genetic diversity in the 

offspring, which can improve the robustness of the 

cryptographic components. 

• Parent 1: 11010010 01101101 10101001 
00110111 1001010101101010 10110110 
01100011 11100010 0010101101110001 
10101110 10110100 11001011 01101001 
11010010 

• Parent 2: 10011110 10101010 01100101 
01111010 1101000101101001 10100111 
10010010 10111001 1110011001010100 
11101001 00111010 10110110 11001111 
10101100 

In this phase, a multiple-point crossover is performed, 

with 16 crossover points along the chromosomes. The 

process involves selecting multiple positions at which the 

genetic material from Parent 1 and Parent 2 will be 

exchanged. For this example, we choose the following 16 

crossover points, ensuring that each bit from both parents is 

swapped multiple times to create more diverse offspring. The 

selected crossover points are as follows: After the 1st bit, 2nd 

bit, 3rd bit, 4th bit, 5th bit, 6th bit, 7th bit, 8th bit, 9th bit, 

10th bit, 11th bit, 12th bit, 13th bit, 14th bit, 15th bit, and 

16th bit. At each of these points, the corresponding bits from 

Parent 1 and Parent 2 are exchanged, allowing the offspring 

to inherit alternating genetic material from both parents. This 

method increases genetic diversity and contributes to a more 

varied and potentially stronger population for subsequent 

generations. 

• Offspring 1 (Child 1): 

11010010 01101101 01101001 10100111 

10010010 10111001 11100110 01010100 

10110100 11001011 01101001 11010010 

10110100 11001011 01101001 11010010 

• Offspring 2 (Child 2): 

10011110 10101010 10010101 01101010 

10110110 01100011 11100010 00101011 

11101001 00111010 10110110 11001111 

10101100 11101001 11101001 11101001 

E. Mutation  

In the mutation phase, bit flip mutation is applied to the 

offspring chromosomes to introduce additional genetic 

diversity. the bit flip mutation involves flipping every 

individual bit in the chromosome: bits that are 1 are changed 

to 0, and bits that are 0 are changed to 1. this mutation process 
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ensures that the genetic diversity in the population is 

maintained, preventing the genetic algorithm from 

prematurely converging on suboptimal solutions and allowing 

for the exploration of new regions in the solution space. 

• Offspring 1 (Child 1): 

00101101110010010110010110101011000101101

10110100011010001100111010101110100101110

01101001100101101001011011010010111001101

00110010110100101101 

• Offspring 2 (Child 2): 

01100001101010101101101010110010101101001

00111001110010001110111101010010001011011

10001011010010011001100001010100111000101

10100010110100010110 

 

F.  S-Box Generation Using GA-Evolved Offspring 

A customized S-Box was generated by integrating two 

128-bit binary offspring produced through a Genetic 

Algorithm (GA) employing variable-length chromosomes, 

entropy-based fitness evaluation, multi-point crossover, and 

bit-flip mutation. The offspring were concatenated into a 256-

bit binary sequence, divided into 32 blocks of 8 bits each, and 

converted into decimal values. To satisfy the AES 

requirement of 256 unique byte entries, duplicates were 

removed and missing values from the range 0–255 were 

appended. The final output was formatted into a 16×16 

hexadecimal matrix, mirroring the structure of the standard 

AES S-Box. This method introduces GA-evolved randomness 

directly into AES's substitution process, enhancing 

cryptographic confusion, entropy, and resilience against linear, 

differential, and statistical attacks. 

 

 

 
 

Figure 3. GA-Evolved S-Box Constructed from Two 128-Bit 

Offspring 
 

Figure 3 illustrates the final GA-evolved AES S-Box 

produced from the two mutated 128-bit offspring generated 

by the proposed variable-length chromosome Genetic 

Algorithm (GA). The two offspring are first concatenated to 

form a 256-bit sequence, which is then partitioned into 32 

blocks of 8 bits (bytes). Each 8-bit block is converted into its 

corresponding decimal value and mapped into the S-Box 

construction process. Because AES requires a complete 

substitution table containing 256 unique byte values (0–255), 

any duplicated values produced by the GA are removed, and 

the missing values from the range 0–255 are appended to 

ensure a bijective (one-to-one) mapping. The resulting 256 

values are then arranged into a 16 × 16 hexadecimal matrix, 

matching the standard AES S-Box layout, enabling seamless 

integration into the AES SubBytes transformation. 

The significance of Figure 3 is that the substitution table is 

no longer static; instead, it is derived from evolutionary 

operations (selection, multi-point crossover, and bit-flip 

mutation) guided by entropy-based fitness evaluation. This 

GA-driven construction introduces additional nonlinearity and 

randomness into the substitution process, strengthening 

confusion properties and reducing predictability in the AES 

internal structure. Consequently, the generated S-Box is 

expected to improve resistance against linear, differential, and 

statistical cryptanalysis, while preserving the functional 

requirement of AES that each input byte maps to a unique 

output byte. 

 

IV. RESULTS AND DISCUSSION 

Overview of GA-AES Integration 

The integration of Genetic Algorithm (GA) techniques 

into the AES framework has shown promising improvements 

in cryptographic strength by enhancing key components of the 

algorithm. Evolutionary processes such as selection, crossover, 

and mutation were used to generate a dynamic S-Box, leading 

to significant improvements in randomness, nonlinearity, and 

diffusion compared to the traditional AES structure. 

Improvement in Randomness and Nonlinearity 

The use of GA for designing the dynamic S-Box resulted 

in higher entropy values, which indicates a substantial 

enhancement in nonlinearity and randomness. This makes the 

encryption process more resistant to cryptanalytic attacks, 

particularly differential and linear cryptanalysis. The entropy-

based fitness evaluations confirmed that the GA-modified S-

Box exhibited stronger resistance against these attacks 

compared to the static S-Box used in standard AES. 

Verification with NIST Statistical Test Suite 

The improvements in randomness and unpredictability 

were further verified using the NIST Statistical Test Suite 

(NIST STS). The resulting ciphertexts exhibited high levels of 

randomness, confirming the effectiveness of the GA-

generated S-Box in enhancing the cryptographic properties of 

AES. This highlights the GA-based method's ability to 

adaptively strengthen symmetric encryption systems. 

Future Work: Integrating MixColumns Transformation 

Although the MixColumns transformation has not yet 

been incorporated, the results obtained from the GA-

generated S-Box alone demonstrated a significant 
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enhancement in encryption quality. Future work will focus on 

completing the full GA-AES model by integrating a GA-

optimized MixColumns transformation. This will further 

enhance the diffusion properties of AES, leading to a more 

robust encryption scheme. 

Optimization and Performance Enhancement 

In addition to the integration of MixColumns, future efforts 

will explore optimization strategies to reduce computational 

overhead and improve the overall performance of the GA-

AES model. This is particularly important for applications 

that require high throughput and low latency, as the current 

GA-based approach could incur additional computational 

costs. 
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