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Abstract— This study investigates the capabilities of the identified 0debug Stealer malware through qualitative static analysis and
reverse engineering. This study primarily employs non-executional static techniques, such as fingerprinting, decompiling, and string
extraction, with a bit of dynamic analysis used primarily for deobfuscation. Analysis confirms that obfuscation hinders direct
examination, yet reveals core functionalities of 1) anti-tampering, anti-VM, and anti-sniffer to evade detection 2) data theft targeting
important victim information, and 3) Command and Control exfiltration. Findings demonstrate Odebug Stealer’s capabilities in
bypassing traditional security measures, emphasising the critical role of static analysis in dissecting advanced threats. This paper
contributes to the forensic analysis of emerging threats by providing a detailed examination of the 0debug Stealer's manner, revealing

its evasion techniques and comprehensive data theft capabilities.
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I. INTRODUCTION

Odebug Stealer is a newly discovered malware variant
that emerged in late November 2024, as reported. Odebug
Stealer exhibits sophisticated anti-tampering and anti-
analysis techniques, which complicates direct analysis. This
research aims to investigate the Odebug Stealer using
assisted static analysis methods to understand its behaviours
and capabilities. Assisted static analysis examines a malware
sample without executing it, while dynamic analysis
monitors its behavior during execution. Assisted static
analysis in this study, meaning using the dynamic analysis
method to deobfuscate the sample utilizing a debugger.
Analysis was then continued using a static analysis approach
to study malware behavior.

This research focuses on the static analysis approach to
uncover the inner workings of the Odebug Stealer. The
emergence of Odebug reflects broader trends in stealer
malware evolution, where threat actors increasingly target
cryptocurrency  wallets, browser data, and VPN
configurations, a pattern documented in Europol's 2024
Internet Organized Crime Threat Assessment (IOCTA) [1].

Malware analysis is commonly conducted using two
distinct methodologies: static and dynamic analysis [2].
Dynamic analysis involves monitoring malware's behaviour
during execution, enabling real-time observation. However,
its effectiveness is diminished when confronted with
sophisticated threats, as many modern malware variants are
engineered to detect and evade execution [3]. The Odebug
Stealer, for example, integrates specific anti-analysis
capabilities, including Anti-VM and Anti-Sniffer, which will
break execution during the initial check. Consequently, this
study adopts the static analysis approach to safely uncover
the functions and capabilities of the Odebug Stealer [4]. A
similar approach was used to analyse malware and
infostealer using static analysis [5-7].

Evasion techniques, such as anti-VM, are not unique to
Odebug but are characteristic of modern information stealers.
For instance, Redline Stealer is well-documented to employ
anti-VM and anti-debugging mechanisms to prevent
automated sandbox analysis [5, 6]. However, the
implementation of the anti-sniffer detection mechanism in
Odebug is relatively uncommon and has received limited
attention in prior studies of stealer malware.

This paper presents a comprehensive investigation of the
Odebug Stealer. The rest of the paper is organised as follows:
Section III presents the methodology, outlining the static
analysis techniques, the secure laboratory environment, and
the tools utilised for the examination. Section IV presents the
results and a detailed discussion of the findings, including
the deobfuscation process and a systematic breakdown of the
malware’s  discovered functionalities, from evasion
mechanisms to data exfiltration targets. Finally, Section V
concludes the paper by summarizing the key findings,
underscoring the critical role of static analysis in dissecting
advanced threats, and suggesting potential directions for
future work.

II. LITERATURE REVIEW

The administrative infrastructure of information-stealer
malware, often accessible via web-based control panels,
represents a critical component of the cybercriminal supply
chain, enabling threat actors to manage campaigns, exfiltrate
data, and monetize stolen information [8].

Analysis of these panels provides valuable forensic
insights into attacker operational security (OPSEC), target
demographics, and the commercial or collaborative models
underpinning malware distribution. Figure 1 shows the panel
for Odebug stealer.

Bxop B naHenb

BeeowTe normH

BesegwuTte naporne

A0 4 62

BeeguTte Kanuy

Kanua 4yBCTBUTENbHE K perncTpy
Boirti

Bbl He MeeTe akKayHT?
3 ACT aTbca

Odebug's Stealer © 2024

Figure 1. Odebug Stealer login panel

As shown in Figure 1, the login panel for the Odebug
Stealer features a standardized authentication interface that
requires a username, password, and a case-sensitive
CAPTCHA, and uses distinctive Russian-language
terminology.

This branding and structured access mechanism align
with patterns observed in established stealer families. For
instance, comparable panels for Redline and Vidar Stealers
(Figure 2) share a similar functional layout for operator or
affiliate access control, yet differ in visual branding and
specific implementation details.

Scholarly and technical analyses of malware-as-a-service
(MaaS) platforms, such as those conducted on Redline and
Vidar, indicate that the design of these panels often reflects
the malware's target audience, ranging from less technical
criminals to more sophisticated actors, and can imply the
level of service and support provided by the malware
developers [5, 6, 11].

The presence of a CAPTCHA in the Odebug panel, a
feature also noted in analyses of other private or semi-
private stealers, suggests an attempt to deter automated
scanning and unauthorized access attempts to the C2 server,
thereby preserving the integrity of the stolen data repository
and the attacker's infrastructure [11]. From this, it is evident
that Odebug stealer is a distinct family of stealer based solely
on its panel, thereby establishing a research gap. Therefore,
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this study aims to fill a gap in understanding the behavior of
the Odebug Stealer.

Sigr in

Vidar Pro a
© only for private members

Figure 2. Redline Stealer login panel (top) and Vidar Stealer login
panel (bottom) [9,10]

III. METHOD

Static analysis was employed to investigate the Odebug
Stealer. This approach was deliberately chosen to facilitate a
safe, controlled examination of the malware's binary without
execution, an important step for bypassing anti-analysis and
anti-tampering techniques triggered at runtime. The entire
analysis was conducted within a secure, isolated virtualized
environment to ensure containment and maintain analytical
integrity. The step-by-step processes are executed as shown
in Figure 3.

As shown in Figure 3, this study’s methodology begins
with the preparation system. A preparation system is a
secure, isolated, virtualized environment configured for use
with VMware Workstation to ensure containment of the host
machine.

Next, in the binary sample download phase, the Odebug
Stealer binary sample was downloaded from malware corpus
VirusShare [12].

In the next step, the experiment proceeds to the
deobfuscate binary sample phase. In this phase, entropy
analysis confirmed that the sample was obfuscated,
prompting the application of the de4dot tool to generate a
deobfuscated executable, labelled cleaned-Odebug.exe, for
analysis.

Subsequently, the examination process followed a
sequential step, including binary fingerprinting to verify
integrity, file structure examination, string extraction, and
decompilation to expose the program’s logic. A critical step
in this process was deobfuscating the binary sample, which
involved using entropy analysis to detect obfuscation and
generating a cleansed sample to enable deeper inspection.

Upon completing this examination, all artifacts and
findings were systematically collated and documented in the
Finish Reporting phase.

Finally, the evidence was thoroughly discussed in the
Results section.

Preparation System

v

Binary Sample
download

v

Deobfuscate binary
sample

v

Examination Process

Finish Reporting

v

Result & Discussion

Figure 3. Methodology of static analysis examination process
of Odebug Stealer

This methodology prioritized artifact dissection through
reversible techniques, aligning with established static
analysis principles for advanced malware forensics [13-15].

IV. RESULTS

Through static analysis, the deobfuscated Odebug Stealer
sample revealed sophisticated evasion mechanisms and
multi-stage data harvesting capabilities. Key findings
demonstrate the malware's deployment of anti-tampering,
anti-VM, and anti-sniffer techniques to prevent detection
[16], followed by comprehensive reconnaissance targeting
system information [11], browser data (Chromium/Gecko),
cryptocurrency wallets, and a few application credentials.

A.  Preparation System

The preparation system used in this research is to set up a
virtual machine for malware analysis and to prepare a
research object, namely, the Odebug Stealer malware sample.
The virtual machine used is VMWare. The first preparation
system to do is to install the operating system on the virtual
machine. The operating system used in this study is
Windows 10. System specifications used as an analysis lab
are shown in Table I and Table II.
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TABLE I. SPECIFICATION OF PERSONAL COMPUTER

Item Value

OS Name Microsoft Windows 11 Home
Language English (United States)

Time Zone (MYT +08:00) Malaysia
Processors AMD Ryzen 7 7840HS
Memory 40 GB RAM

Total Storage 1500 GB

TABLE II. SPECIFICATION OF VIRTUAL MACHINE

Item Value

VM Application VMWare Workstation

OS Name Microsoft Windows 10

Username blue-box

Time Zone (UTC-+08:00) Pacific Time (US &
Canada)

Memory 8 GB RAM

Storage 100 GB

The tools used for each analysis technique in this study
are shown in Table III.

TABLE III. LIST OF TOOLS USED

Analysis Technique Tools Used

Fingerprint Malware e Hashmyfile

® Detect-it-Easy
File Type Identification ® CFF Explorer
String Extract ®  Sysinternal Strings
Decompile ® dnSpy

®  Binary Ninja
Obfuscation Detect & Deobfuscation o deddot

The Odebug Stealer malware sample used in this study
was downloaded from a secure repository. The sample
malware is then extracted and renamed
"samplemalware.exe".

B. Examination Process

The examination process is carried out on a virtual
machine prepared during the preparation system process.
The examination process consists of static analysis and
dynamic analysis. Static analysis can yield valuable
information for dynamic analysis. Therefore, the
examination process in this study is carried out in the order
of static analysis.

Static analysis is a method of analysing malware without
running the malware. Static analysis consists of several
stages, as shown in Figure 3.

The tool used at this stage is Hashmyfile. This stage aims
to see the hash value of the malware sample file.

The hash value of the malware sample file is used to
verify its authenticity by comparing the hash obtained from
Hashmyfile with the hash from the secure repository. The
results of the hash value examination using the Hashmyfile
tool are shown in Figure 4.

W Properties
Filename: Odebug.exe
MD5: 1h3diaaeca?196H271B58b64ckcab2b
SHAL: 32657155215d2e66b39c404M581a2cB51883246
CRC32: 3468aa9f
SHA-256: 91893 cedfedfcad?962ad617839561800e82efB4919f4b44151ba6234babdchf
SHA512: ha592e25633d281d0c32d7234dbefaacbbesd 314826b6be d7
SHA-384: 631197268a3c786956b276d099bBIBEE4e 1 726b9ef016cabZadIal JaefIeacd
| Full Path: CAUsers\blue-boxiD pltempimaly q \20179801276\0debug.
Modified Time: 1214j2024 7:58:44 PM
| Created Time: 11#26/2024 11:45:36 PM

Entry Modified Time: |11/26/2024 11:45:53 PM

File Size: 281,600
File Version: 1.0.0.0
Product Version: 1.0.0.0
Identical:

Extension: exe

File Attributes: A

Figure 4. Hash value of malware sample using Hashmyfile tools

Figure 4 shows the result of hashing the file using
Hashmyfile. The value generated by Hashmyfile matches the
information from the secure repository, indicating that the
file is original and unmodified. A comparison of hash values
is shown in Table IV.

TABLE IV. COMPARISON OF HASH VALUE FILE MALWARE

Source File Name MD5
Local Files Odebug.exe 1b3dfaaeca7196ff27{858b64c6ca626
Virustotal microsoft.exe 1b3dfaaeca7196ff27f858b64c6ca626

From Table IV, both hash values from different sources
are identical. The only difference is the filename for the
binary. The malware sample was then processed using the
CFF Explorer tool, as shown in Figure 5.

Odebuqg exe
Property Value
i File Name -C:"‘User:'xb\ue-box‘ Desktop\temp\mal\Odebug stealer\20179801276\0debug.exe
File Type .Pcrtable Executable 32 .NET Assembly
File Info ‘Na match found.
FuleSne ------------ 275.00 KB (281600 bytes)
PE Size |275.00 K8 (281600 bytes)
Created VWEdnesda} 27 November 2024, 00.45.36
W Wednesday 04 December 2024, 20.58.44
m Wednesday 04 June 2025, 18.57.51
MD3 - 1B3DFAAECAT196FF27FB58B64CECAG26
SHA-1 -32657F552‘\SDZES&B}QCJNFFSEFAJCBS1833246

Figure 5. Detection of malware sample file type using CFF
Explorer tools

Based on Figure 5, the information generated by this
process indicates that the sample malware is a 32-bit
Portable Executable (PE) file compiled with .NET, meaning
it can run on Windows.
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The analysis carried out at this stage involves extracting
strings from the Odebug Stealer malware samples. The
application used is Strings, developed by Sysinternals. The
results of the string extraction performed on the Odebug
Stealer malware sample file are shown in Figure 6.

Strings v2.54 - Search for ANSI and Unicode strings in binary images.
Copyright (C) 1999-2021 Mark Russinovich
Sysinternals - www.sysinternals.com

IThis program cannot be run in DOS mode.
VER[6X"
-text

" .rsrc

" .reloc
7@! Yu#
@]8

0BsY

E4)

(Xc
Lp~h-
C.IL
G"v2-RQ*>
W\Hr&

Figure 6. Strings extract of malware sample file types using Strings.

Figure 6 shows the results of the string extraction, which
only returns random data. In other words, it does not produce
any significant findings regarding the malware. The lack of
information from this malware sample is due to the binary
being compiled.

The decompilation process in this study uses the dnSpy
tool, which converts compiled binary code into a high-level
language for comprehension. The results of the
decompilation process are shown in Figure 7.

microsoft (1.0.0.0) = using System_IO0;
microsoti.exe 4 using System.Ling;
b 25 pE . 4 !

using System.Net;

a0 i
b Type References using System.Runtii

o0
P References using System.Text;

41{} - :
8 wusing System.Threa:
b A, §=0U>764*%<5HeD)=Cx - LY
4 % 77,0GB,0l}gYedpadisFs:” k 10 // Token: 9x020000

internal static cli

b B8 Base Type and Interfac 11
BB Derived Types i
) 71,0GB;0lgYe9pa&sF: |

w2888\ u286E\u28

eeD\u2e2E

b 4 <Module> @02000001

b 4 \u2008\u200B\u2006\u20
b 4g \u2008\u200C\u2000\u2( i
b 4g \u2008\u206F\u202A\u20 f§
b T5 \u200C\u2008\u2000\u2( §
P 48 \u2000\u2000\u2020\u2( §
b g \u200C\u200D\u200E\u2C 8
b 9 \u200C\u200F\u2000\u2C
b 4 \u2000\u200F\u2024\u20
P 4 \u2000\u2028\u2068\u2C B

1 [/ Token: @xBbi
14 public static

L ¥

15 {
16 )

18 f/ Token: @xB6i

19 public static !

Figure 7. Result of decompilation for Odebug Stealer executable
using DnSpy

After decompiling, the code's output appears similar in
Figure 5, indicating that many Unicode characters cannot be
understood directly. This is because the code originally was
obfuscated. The obfuscation detection phase identified
cryptographic and structural techniques employed by Odebug
Stealer to hinder analysis. Using de4dot, as shown in Figure

8, the sample exhibited signatures consistent with .NET
obfuscators [17].

C:\Users\blue-box\Desktop\temp\mal\@debug stealer\20179801.
.exe

deddot v3.1.41592.3405 Copyright (C) 2011-2015 deddot@gmai.
Latest version and source code: https://github.com/@xdad/di

Detected Unknown Obfuscator (C:\Users\blue-box\Desktop\tem
ler\20179801276\0debug.exe)

Cleaning C:\Users\blue-box\Desktop\temp\mal\@debug stealer
ug.exe

Figure 8. Obfuscation detection on Odebug.exe using deddot
tools

Figure 8 shows that the binary is obfuscated. However,
the type of obfuscator is not determined after using the
de4dot tools. Another way to demonstrate that the binary is
obfuscated is through entropy analysis, as shown in Figure 7.

This entropy drops to H= 4.9 post-deobfuscation in
Figure 10, confirming successful payload recovery, enabling
further string extraction and analysis.
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Figure 9. Entropy of obfuscated Odebug.exe executables using
Detect-it-Easy tools

Entropy analysis, as shown in Figure 9, quantified this
obfuscation, revealing a high entropy value of H= 7.8,
which means the file's data is highly random, a strong
indication that it has been obfuscated, corresponding to
being packed or encrypted to hide its actual code and evade
analysis. The entropy exceeds thresholds typical of
benign .NET executables (H < 6.2) [18].

The binary sample was then extracted using a few NOP
instruction implementations after obfuscated function
execution, utilising debuggers in DnSpy. The result of the
deobfuscation process is a file named "cleaned-Odebug.exe",
as shown in Figure 10.

SCHEMNWAUSND

0 20.000 40.000 60.000 80.000 100.000
Figure 10. Entropy after deobfuscation of cleaned-Odebug.exe

The entropy reduction in cleaned-Odebug.exe in Figure 10
enabled deeper static dissection of Odebug Stealer’s core
logic. Some information changes regarding the original
malware and the deobfuscated malware samples are shown
in Table V.
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File Executed

Detected

TABLE V. COMPARISON OF ORIGINAL EXECUTABLES AND
DEOBFUSCATED EXECUTABLES

M & Network
Sniff Check

Type File Name MD5
Original Files Odebug.exe | 1b3dfaaeca7196ff27{858b64c6ca626 Not Detected
After deobfuscation | cleaned- f094916146b7ee88e23c68174cf2cb8f
Odebug.exe Host Enumeration
According to Table V, the binary hashes for both files 3 [= p
differ. This means the sample file has undergone changes, 3|2 ,%; g B
specifically deobfuscation via binary extraction. o8l |5||E|E8 k=
The deobfuscated malware sample files are then used to gé" (';)’. (g., 25| o %
extract strings. Analysis revealed a phase operational flow as 21zl 2 3l kg2
discussed in the Results & Discussion section. - L= Lv =

Compile & Compress

C. Result & Discussion taiin 2P
After static analysis of cleaned-debug.exe, Figure 11 was 1

produced to understand the flow of the Odebug stealer binary

execution. Send to C2 Server

Figure 11. Flow of Odebug Stealer execution and its capabilities

4 ﬂ microsoft (1.0.0.0) Ay 3 lﬂi" System.I0;
4 8 microsoftere PR AT
:E _}'E § using System.Net;
ko ype References & using System.Runtime. CompilerServices;
a() "Hﬂuﬂs 7 wsing System.Text;
b A, =95 7644%<5 : using System.Threading;
4 %%, 77,0GB0lgYe9padisis™ b 10 // Token: 9x02000011 RID: 17
b B8 Base Type and Interfac 11 internal stetic cless \u2024\u206E\u200F\u2el
B Derived Types w2008\ u206E\ u2B6A\u200F \L2B6F \L2B2C \u206()
@ 77,0GB0lgYeIpadsF: \u2000\u202E
© W00 W00C\u2020" 12 ¢
b 4, <Module> @02000001 13 /] Token: @x06080063 RID: 99 RVA: @x0000:
b g \u2008\u2008\u200E\u20 14 public static woid \u206B\u2028\u200C\u2i
b 48 \u200812000,u2000\u2( \u2020\u200C\U2024\U202A\u202A\u200F \u
P A8 \u2008\u206F\L202A\u20 \U200F \u200F \L206B\u202E ()
P T \u2000\u2008\u2000Au2( g {
::: \u200C\U2000\u202D\u2( - }
Ww200C\u2000\u200E\w2( 18 {/ Token: 8x06008064 RID: 100 RVA: BxDotd

19 public static string \u2028\u206C\u206F\i

Figure 12. Anti-Tampering Mechanism of Odebug.exe, applied before deobfuscation
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From Figure 11, the Odebug Stealer appears to be
obfuscated, as indicated in Figure 12, and the binary's flow
cannot be produced. The file exhibits a self-modifying
section and unknown executable characteristics, suggesting
the use of a packer or protector. The obfuscated function
uses Unicode to obfuscate the binary. After deobfuscation,
the execution flow of the debug stealer is identical to that
shown in Figure 12.

1)VM & Network Sniff Check: Upon removal of the Anti-
Tampering mechanisms and deobfuscation of the code, the
program begins execution by invoking the VirtualProtect
function, as shown in Figure 13.

{f Token: Bx82000011 RID: 17
internal static class [
i
// Token: 8x@6088063 RID: 99 RVA: Ox00P8448C File Offset: 9x8oe
publ tatic woid Main()
{

if (StoredAttribute.string 5 == "1")

- NetworkSniffCheck. NetworkSnifferChecker();

_?1 (StoredAttribute.string 4 == "1" && VM.VM_Checker())
3 snment . EXit(0);

¥

Figure 13. Implementation of Anti-Sniffer and Anti-VM on Odebug
Stealer from the main function

From Figure 13, the observed function likely modifies
memory permissions, allowing the code to execute self-
modifying instructions or dynamically decrypt additional
payloads.

The initial checks include:

e Anti-Sniffer Detection:
NetworkSniffCheck.NetworkSnifferChecker() s
triggered if StoredAttribute.string 5 equals "1".
This function is designed to detect network sniffers,
tools that capture and analyze network traffic. By
detecting and preventing the use of such tools, the
malware aims to remain undetected during the
transmission of sensitive data. The detection
mechanism leverages predefined attributes to
identify potential network sniffing activities,
ensuring the malware cannot be captured by
network monitoring tools.

e Anti-VM Checks: If StoredAttribute.string4 equals
"1" and the Virtual Machine detection function
VM.VMChecker() returns true, the program forcibly
exits via Environment.Exit(0). This check is crucial
to ensure the malware does not run in a virtual

environment, which is commonly used for malware
analysis and reverse engineering. The VM.The
VM _Checker() function examines various system
attributes, such as manufacturer names and model
identifiers, to determine if the system is running in
a virtualized environment. Common indicators
include terms like "Microsoft Corporation”
combined with "VIRTUAL" in the model’s name,
or explicit mentions of "VMware" or "VirtualBox".
These terms are commonly associated with
virtualization environments, such as VMware
Workstation and VirtualBox.

The Anti-VM method involves checking specific system
attributes, such as the Manufacturer and Model fields, to
identify common indicators of virtual machines. If any of
these conditions are met, indicating the presence of a virtual
machine, the function returns true, signalling that the
malware is running in a sandbox or virtual analysis setup.
This ensures that the malware remains undetectable and
unanalyzable in such environments. After passing both
checks, the malware will declare the C2 address that will be
used at the end for the Info payload submission. This
declaration is essential for the malware to communicate with
its Command and Control (C2) server once it has gathered
the required information.

2)Host Enumeration: 0debug Stealer then performs
extensive reconnaissance and data collection on
compromised systems to gather critical information. It
targets both system-level details (such as OS version,
running processes, and installed antivirus programs) and
browser-specific data, application (Telegram, Discord &
Steam), cryptocurrency wallets, file documents, and VPN
configuration.

Like generic stealers, Odebug Stealer was designed to
collect detailed data about the compromised system. This
includes critical information such as the username, hostname,
IP address, PC name, and organization name, which helps
the malware identify and fingerprint the target machine.
Additionally, it gathers system-level details, such as the OS
version, Windows build, processor, video card, and PC
HWID (Hardware ID), to build a comprehensive system
profile. All this information is bundled into a structured
output, often saved as a file (e.g., Computer Info.txt) for
later exfiltration. This structured format facilitates efficient
data handling and analysis by the malware operators.

3)Browser Enumeration: 1t appears that the Odebug
Stealer targets both Chromium and Gecko-based browsers.
The Odebug Stealer will have access to Chrome, Edge, and
Opera, all of which use the Chromium engine. This behavior
can be seen in evidence of the code and its execution, as
shown in Figure 14.
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ublic class Chromium :

-~

// Token: 8x17098@18 RID: 24

lic override SeveritylLevel

{

get
{
re
¥
}

{
return “Chromioe"™;
¥

turn SeveritylLevel.High;

FileEnuserate, GInterfacee

/7] (pet) Token: OxOE000898 RID: 152 RVA: OxODOD2SEE File DFfset: OxO0Q287EE

/{ Token: BxSea9da99 RID: 153 EVA: 2xPOO@2ZSBE File Offset: xDBDOBDDTEE
protected virtual string @GClassl.vesthod 1()

List<Class_VarDeclare2> list

€
Chromium, smethod_8(Envi
Chromium, smethod_B(

B
€

manch Feradam avew i

/{ Token: ax8680003A RID: 154 RVA:X 0x00004305 File Offset: exPO002508
protected virtual Class_varDeclare2[] GClass2.vesthod ()

new List«<Class_VarDeclareZz»();
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Figure—1_4. Chromium code implrementatiot-l enumeration in Odebug Stealer

As shown in Figure 14, the malware employs techniques
such as running a headless browser to retrieve cookies from
Chromium browsers. This approach allows the malware to
gather sensitive data without a visible browser window,
thereby reducing the risk of detection. After that, the Odebug
Stealer triggers and collects wallet data from browser
extensions. This process involves extracting data stored in
browser extensions, which often contain valuable
information such as login credentials and financial details.

Odebug Stealer malware also targets Gecko-based
browsers, specifically Mozilla Firefox, to extract sensitive
user information. It begins by locating browser profiles in
the ApplicationData directory and enumerates the key files
used for data collection. The example is shown in Figure 15.

The malware targets critical files such as key3.db or
key4.db, which store encryption keys used to decrypt saved
credentials. It also extracts cookies from cookies.sqlite and
autofill or form history data from formhistory.sqlite.
Extracted data, including passwords, cookies, and autofill
information, is organized in structured formats and often
saved in text files for exfiltration. This structured format
ensures that the data can be easily processed and analyzed by
the malware operators.
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Figure 15. Gecko code implementation enumeration in

Odebug Stealer

4)Crypto Wallet Enumeration:  Odebug Stealer also
demonstrates its capability to target cryptocurrency wallets
by scanning specific directories associated with popular
wallet applications, such as Atomic, Electrum, Exodus,
Guarda as shown in Figure 16.
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Figure 15. Popular crypto wallet dictionary for wallet enumeration
function

From Figure 16, Odebug Stealer’s function of Crypto
wallet enumeration iterates through a predefined dictionary
of wallet storage paths and attempts to locate the relevant
files. Upon identifying the targeted files, the malware
extracts sensitive information, including wallet keys,
configuration data, and potentially stored credentials. It also
employs decryption methods and functions to retrieve the
data, which is subsequently added to an organized list for
exfiltration. This process ensures that the malware can
access and extract sensitive financial information from
cryptocurrency wallets.

5)Application Enumeration: Additionally, Odebug Stealer
collects data from Discord & Telegram software that are
being used on the victim's computer, where it dumps chat
application databases and their configurations. This data-
collection strategy enables the malware to gather
communication logs and metadata, which can be valuable
for social engineering or further exploitation.

Odebug Stealer can also gather files of interest from
compromised systems. The malware's file-grabbing
capabilities extend to well-known applications, including
FileZilla, an FTP client widely used for file transfers. In
FileZilla, the malware searches for configuration files such
as sitemanager.xml and recentservers.xml, which contain
FTP server credentials, usernames, and connection histories.
The Odebug Stealer also employs recursive directory
enumeration to identify and process target files. It
specifically targets file extensions such as *.txt, *. seed,
* dat, *.mafile, and *key, which are often used for
credentials, configuration files, and sensitive data, such as
cryptographic keys. Once located, the malware retrieves and
processes file contents, storing the extracted data for further
exfiltration.

6)VPN Enumeration: 0debug Stealer incorporates
techniques to gather VPN configuration data from
compromised systems [19], specifically targeting popular
VPN applications such as Surfshark, ProtonVPN, and
OpenVPN.

These actions allow the malware to compromise VPN
credentials, potentially exposing encrypted network traffic or
enabling unauthorized access to private VPN tunnels. For
Surfshark, the malware searches within the application data
directory for configuration files with a .dat extension. If the

relevant files are found, the malware extracts and processes
them, storing the decrypted data for exfiltration.

Similarly, for ProtonVPN, the stealer navigates to the
local application data and iterates through potential
configuration files, such as user.config. The report shows
that ProtonVPN has details of memory protection flaws in
ProtonVPN and Proton Pass, exposing sensitive data to
credential-stealing malware [19]. Once located, the malware
attempts to decrypt the files using memory management
techniques and stores the obtained credentials or
configuration details.

For OpenVPN, the malware specifically searches the
OpenVPN Connect directory in the application data folder,
focusing on files under the "profiles" directory, and uses
memory manipulation to decrypt user.config and similar
structured data [20]. While earlier families like Raccoon
primarily focused on financial data, modern variants like
Vidar and Redline have expanded to include VPN
credentials, given their high value for identity masking and
network intrusion [11]. 32% of enterprise VPN breaches
involve theft of .ovpn files, with OpenVPN being the most
frequently targeted [21]. Once identified, it iterates through
the potential configuration data, particularly targeting files
with the. ovpn extension, which typically stores OpenVPN
connection settings.

A comparative analysis of core exfiltration capabilities, as
summarized in Table VI.

TABLE VI. DIFFERENT CAPABILITES COMPARED
ACROSS DIFFERENT TYPE STEALER [5-6,20-23]

Stealing Capabilities Odebug | Redline | Vidar
Host Information v v v
Browser Data & Credential v v v
Browser Wallet Extensions v v v
Crypto Wallet v v v
File Collector Config v N v
VPN Config v v v
Telegram Data v X v
Discord Data v N v
Steam Data v v v
Cloud Credentials X X v

Table VI reveals that Odebug Stealer shares a foundational
feature set with modern stealers, such as Redline and Vidar
[9-10, 22-23]. All three families systematically harvest host
information, browser credentials and wallets, cryptocurrency
wallet data, application configurations (including Discord
and Steam), and VPN settings. However, note that there are
some differences in its capabilities on Telegram and Cloud
Credentials because it was being built by different operators.

V. CONCLUSIONS

This study used assisted static analysis to investigate the
Odebug Stealer, effectively dissecting its binary without
execution by wusing fingerprinting, decompilation, and
deobfuscation. The analysis verified that the malware used
advanced obfuscation and preliminary anti-analysis checks
(Anti-VM, Anti-Sniffer) to obstruct the investigation.
System information, login credentials from
Chromium/Gecko browsers, cryptocurrency wallets, data
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from apps (Telegram, Discord, Steam), and configuration
files from VPN clients such as OpenVPN, ProtonVPN, and
Surfshark were all found to have been extensively harvested.

The results have obvious practical and forensic
implications, even though the creation of specific detection
signatures (such as YARA rules) is outside the scope of this
work. The thorough mapping of Odebug's evasion strategies,
obfuscation tactics, and specific data targets gives forensic
analysts and threat hunters useful information.

The research underscores the indispensable role of static
analysis in the foundational dissection of such malware.
Future work should focus on dynamic analysis of the
deobfuscated sample to observe runtime behavior and
network activity, which will be crucial for developing more
robust, behavior-based detection and mitigation strategies.
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