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Abstract— The rise of quantum computing presents a critical threat to classical public-key cryptographic systems, necessitating a
global shift toward post-quantum cryptography (PQC). While algorithmic standardisation has seen substantial progress since the
National Institute of Standards and Technology (NIST) initiated its call for PQC proposals in 2017, the integration of these algorithms
into certificate-based infrastructures remains fragmented and underexplored. This gap creates uncertainty for secure
communication, particularly in transitioning legacy systems into quantum-resilient environments. This systematic literature review
(SLR) focuses on PQC certificate architectures studied between 2017 and 2025, encompassing the evolution of the field since NIST's
formal standardisation efforts began. The review employs the PRISMA 2020 methodology to identify and analyse six distinct post-
quantum certificate models: Pure PQC, Hybrid, Composite, Chameleon, Parallel, and Wrapped. Each model is evaluated across
several criteria, including structure, backwards compatibility, tooling support, standardisation status, and production readiness,
drawing evidence from scholarly publications, draft standards, and open-source implementations. Findings highlight the Hybrid
certificate as the most viable short-term solution due to its high interoperability and maturity in deployment. Composite and Parallel
architectures offer enhanced security assurances that are suitable for critical infrastructure, although they come with increased
implementation complexity. Pure PQC certificates, while future-proof, are still limited to constrained or greenfield environments.
Chameleon and Wrapped models are identified as emerging alternatives for blockchain and legacy scenarios, respectively, with
limited but growing support. This review enlightens the design and deployment of quantum-safe public key infrastructures by
outlining the trade-offs and maturity levels of each architecture. It also emphasises the need for continued development in
standardisation and toolchain support to facilitate scalable and secure PQC adoption.

Keywords— Post-Quantum Cryptography (PQC); Public Key Infrastructure (PKI); X.509 Certificates; Certificate Verification;
Hybrid Cryptographic Models
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[. INTRODUCTION

Quantum computing presents a fundamental and
accelerating threat to the foundations of classical
cryptographic systems. Algorithms such as RSA, ECC, and
DSA, which are widely used for securing digital
communications, signatures, and identity verification, are
vulnerable to polynomial-time attacks made possible by
quantum algorithms. In particular, Shor’s algorithm enables
efficient factorisation of large integers and computation of
discrete logarithms, which compromises the security of these
traditional public key systems [1]. As quantum hardware
progresses toward practical viability, the global cryptographic
community faces an urgent imperative to redesign the
infrastructure of trust and communication in digital systems.

This concern has led to the rise of post-quantum
cryptography, which focuses on cryptographic primitives that
are resistant to both classical and quantum adversaries.
Recognising this urgency, the National Institute of Standards
and Technology launched the Post-Quantum Cryptography
standardisation initiative in late 2016, with the first round of
algorithm proposals formally accepted in 2017 [2]. The
standardisation process has since proceeded through rigorous
rounds of evaluation, resulting in the selection of a new
generation of quantum-resistant cryptographic algorithms.
These include ML-KEM, a module lattice-based key
encapsulation mechanism previously known as Kyber, ML-
DSA, a module lattice-based digital signature algorithm
formerly identified as CRYSTALS-Dilithium, and SLH-DSA,
a stateless hash-based digital signature scheme previously
referred to as SPHINCS+ [3]. These schemes are currently
undergoing formalisation into Federal Information Processing
Standards and represent the core of the post-quantum
cryptographic toolbox for public use.

Despite this progress in algorithm selection, the practical
integration of these quantum-safe algorithms into real-world
infrastructures remains a significant challenge. Digital
certificates form the backbone of Public Key Infrastructure
(PKI) by enabling secure identification, trust management,
and authentication across distributed systems. Integrating
post-quantum algorithms into certificates is not merely a
matter of key substitution. However, it involves a more
complex process beyond key substitution. It raises
architectural, operational, and interoperability concerns that
must account for legacy systems, backward compatibility,
certificate validation paths, and compliance with existing trust
models.

In conventional Public Key Infrastructure (PKI) systems,
certificates usually associate a single classical public key with
an entity’s identity, relying on stable certificate chains and
established validation methods. In contrast, post quantum
certificate models may include multiple cryptographic keys,
hybrid approaches, or additional algorithm identifiers to
support quantum resistant security while remaining
compatible with current infrastructure. These structural
modifications impact certificate size, validation complexity,
and computational overhead, factors that directly affect
scalability, especially in large scale systems and resource
constrained environments like Internet of Things (IoT). At the
same time, ensuring interoperability is essential during the
transition, as post quantum certificates must remain verifiable

by legacy systems and align with existing trust anchors and
policy standards. As a result, the structure and design of
certificate models are crucial to achieving a balance between
enhanced security and practical deployment throughout the
post quantum migration process.

Current research has primarily emphasised performance
benchmarks, algorithmic resilience, and protocol-level
implementation, especially in environments such as post-
quantum TLS handshakes and VPNs [4]. In contrast,
significantly less attention has been directed toward how post-
quantum cryptographic primitives are structurally embedded
within certificate formats and deployed within functioning
PKI ecosystems. This lack of comprehensive analysis
complicates institutional efforts to migrate toward quantum-
resilient systems while ensuring continued operability, trust
assurance, and compliance with existing standards. Moreover,
inconsistencies in terminology across academic literature,
industry standards, and open-source implementations have
resulted in a fragmented understanding of certificate-level
integration.

Recent studies have emphasised the urgent need for a
systematic review of these challenges. Many current solutions
fall short of addressing the full range of problems that arise in
the structural and operational integration of post-quantum
certificates. As the demand for secure and scalable digital
infrastructures continues to grow, it becomes essential to
design robust and adaptable certificate models that uphold
high standards of security, trust, and interoperability in the
face of evolving quantum threats.

This review aims to address this gap by conducting a
comprehensive and systematic investigation into the state of
post-quantum certificate architectures. Specifically, it focuses
on the design, integration, and deployment of certificate
models that incorporate post-quantum cryptographic
primitives. The objective is to identify existing solutions,
categorise their structural and functional features, assess their
deployment readiness, and highlight the trade-offs involved in
adopting each approach across diverse use cases and PKI
environments.

Based on a methodical review of literature published
between 2017 and 2025, this study identifies and analyses six
distinct certificate models. These include Pure PQC, Hybrid,
Composite, Chameleon, Parallel, and Wrapped architectures.
Each model represents a unique approach to embedding post-
quantum algorithms within certificate structures and is
evaluated in terms of compatibility, tooling support,
standardisation progress, and integration complexity.

This article is organised as follows. Section II outlines the
research methodology used in this study, following the
PRISMA 2020 framework. Section III presents the findings of
the comparative analysis. Section IV discusses practical
recommendations and strategic considerations for PKI
transition. Finally, Section V concludes with a summary of
the key insights and proposes future research directions.

II. RESEARCH METHODOLOGY

This systematic literature review (SLR) investigates the
structural and operational characteristics of post-quantum
certificate architectures and their readiness for integration into
public key infrastructures. The study focuses explicitly on
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certificate types proposed or evaluated between 2017 and
2025, a period that begins with the launch of NIST's post-
quantum cryptography standardisation effort and continues
through its most recent algorithmic selections. To ensure
methodological rigour, this review adopts the PRISMA 2020
framework, which offers a structured and transparent process
for identifying, selecting, and analysing relevant scholarly
literature [5-7].

The research process consists of four essential stages:
identification, screening, eligibility, and inclusion. These
stages are visualised in the PRISMA flowchart shown in
Figure 1.

(200 articles)

(69 articles) (27 articles)

Identification

+ Articles + 27 articles
are
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through
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using
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- 209
articles are
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using

« 69 full-
text
articles are
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Figure 1. PRISMA 2020 flow diagram

A. Search Strategy

The identification phase began with a comprehensive
search across leading academic databases, including Google
Scholar, IEEE Xplore, ACM Digital Library, SpringerLink,
and ScienceDirect. These databases were selected based on
their broad coverage of topics in cryptography and
cybersecurity. The initial search query used the Boolean
string "post-quantum" AND "certificate verification". This
broad query yielded a total of 209 articles published between
2017 and 2025. The timespan was deliberately chosen to
capture literature produced during and after the launch of the
NIST post-quantum cryptography project in 2017. These
initial results encompassed a wide range of publications,
many of which discussed quantum cryptographic concepts in
general rather than their specific application within
certificate-based trust infrastructures.

To refine the results and focus the review on concrete
certificate structures, a second-level query was introduced
using targeted architectural terms. The revised query was
"post-quantum" AND "certificate verification" AND ("pure
PQC" OR "hybrid" OR "composite" OR "chameleon" OR
"parallel" OR "wrapped") NOT "blockchain". This refinement
narrowed the results to 69 articles. The updated query was
intended to capture only those papers that explicitly discussed
one or more of the certificate types under review. The
exclusion of blockchain-oriented results was necessary to
remove literature focused on decentralised ledger identity
systems, which fall outside the scope of this study's focus on
hierarchical and policy-driven trust infrastructures.

In the final eligibility stage, a third filter was applied to
identify studies that addressed certificate types aligned with
the X.509 format, which remains the dominant standard for
public key certificates. The eligibility query was formulated
as "X.509" AND the previous Boolean query. After applying
this final filter and conducting a full-text review of each
remaining article, 27 studies were selected as eligible for

synthesis. These studies include architectural proposals,
standardisation drafts, deployment case studies, and
implementation reports. Each of them discusses the design or
operationalisation of post-quantum certificate structures
within the context of X.509 or PKI-compatible environments.

The selection process is summarised in the PRISMA 2020
flow diagram presented in Figure 1. This figure illustrates the
progressive narrowing of search results from initial
identification through screening, eligibility assessment, and
final inclusion.

B. Inclusion and Exclusion Criteria

To ensure relevance and academic quality, each study was
evaluated using clearly defined inclusion and exclusion
criteria. Table I outlines the specific criteria used to determine
the relevance, quality, and eligibility of studies for inclusion
in the systematic literature review. Criteria were applied
during the screening and eligibility phases of the PRISMA
workflow to ensure methodological rigor and thematic

relevance.

The resulting set of 27 articles reflects the diversity of
approaches taken by academic and industry researchers in

designing quantum-resistant
studies
cryptographic mechanisms,

included

vary in terms

certificate
of architecture type,
implementation depth,

solutions. The

and

protocol compatibility, providing a broad yet focused
foundation for synthesis.

TABLE I. INCLUSION AND EXCLUSION CRITERIA

Criterion Inclusion Exclusion
Language Publications written in Publications written in
English languages other than
English
Publication | Peer-reviewed journal Unpublished theses,
Type articles, conference blog posts, patents, grey
proceedings, or literature, or non-
technical standards reviewed sources
Time Published between 2017 | Published before 2017
Period and 2025 or not aligned with post-
quantum developments
Domain Focused on post- Focused solely on
Relevance quantum certificates, cryptographic
PKI integration, or trust | algorithms or unrelated
architecture security models
Certificate Discusses X.509 Uses non-standard
Structure certificate formats or certificate formats or
compatible chaining blockchain-specific
mechanisms models
Deployment | Includes Lacks applied focus or
Orientation | implementation, tooling, | real-world deployment
or standardisation context
discussion

C. Research Questions

This review is structured around three core research
questions, each designed to investigate a different side of
post-quantum  certificate design, implementation, and
integration within PKI systems:

1) RQI1: What certificate architectures have been
proposed for integrating post-quantum cryptography into
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Public Key Infrastructure systems,
structurally characterised?

and how are they

This question identifies and categorises the principal
models of post-quantum certificates. These models include
Pure PQC, Hybrid, Composite, Chameleon, Parallel, and
Wrapped. It examines how each structure integrates classical
and post-quantum cryptographic elements and how these
elements are incorporated into certificate chaining, signing,
and verification workflows.

2) RQ2: What is the current state of support for post-
quantum  certificate  models in terms of tooling,
standardisation efforts, and implementation readiness?

This question assesses the availability and maturity of
supporting tools, libraries, and certificate-generation utilities.
It also considers compatibility with formal standards from
NIST, the Internet Engineering Task Force (IETF), and the
European Telecommunications Standards Institute (ETSI).

3) RQ3: What are the key challenges and trade-offs
associated with deploying post-quantum certificate models in
real-world  infrastructures,  particularly — concerning
interoperability, backward compatibility, and scalability?

This question examines implementation challenges and
the broader system-level considerations that arise when
transitioning from classical to Hybrid or quantum-native
certificate models. It includes issues such as certificate size,
trust anchor compatibility, protocol negotiation, and
integration with legacy systems.

These research questions form the analytical framework
for Section III, which presents a comparative synthesis of the
selected studies based on certificate structure, ecosystem
integration, and deployment feasibility.

III. RESULTS AND DISCUSSION

The final corpus of 27 studies selected for this review
reflects a diverse yet thematically convergent body of
literature that addresses the structural and operational
integration of post-quantum cryptography into certificate-
based trust infrastructures. These studies span from 2017 to
2025 and represent contributions from academic researchers,
cryptographic  standardisation bodies, and practitioners
involved in the early deployment of post-quantum certificate
prototypes. Collectively, they offer insight into evolving
certificate models, their implementation contexts, and the
broader challenges associated with quantum-resistant public
key infrastructures.

From a thematic perspective, literature can be broadly
classified into three categories: (i) architectural proposals and
structural models, (ii) tooling ecosystems and implementation
frameworks, and (iii) deployment studies and standardisation
alignment. While several papers intersect across these
domains, most studies maintain a dominant emphasis on one
of the three categories. This diversity facilitates a multi-
dimensional synthesis, aligning with the research questions
posed in Section II (C).

A. Structural Models of Post-Quantum Certificates (RQ1)

The structural integration of PQC algorithms into digital
certificate frameworks represents one of the most critical

aspects of the migration to quantum-safe infrastructures. In
classical PKI, certificates adhere to standardised formats, such
as X.509, and are predominantly bound to traditional
algorithms, like RSA or ECDSA. However, these algorithms
are vulnerable to quantum adversaries, necessitating the
development of new certificate architectures that incorporate
quantum-resistant primitives while ensuring compatibility,
scalability, and trust assurance.

Based on a synthesis of 27 eligible studies published
between 2017 and 2025, six distinct structural models have
been identified for embedding PQC within certificate
workflows: Pure PQC, Hybrid, Composite, Chameleon,
Parallel, and Wrapped. Each model offers a different
architectural trade-off between post-quantum security,
implementation complexity, interoperability, and deployment
maturity.

1) Pure PQC Certificate: Pure PQC certificates
exclusively contain post-quantum algorithms in their key and
signature fields. These certificates remove classical
algorithms entirely, replacing them with quantum-resistant
counterparts such as ML-DSA or SLH-DSA. Structurally,
they conform to the X.509 format but adapt the cryptographic
primitives and encoding mechanisms to support larger key
sizes and signature lengths. Figure 2 illustrates the structural
composition of a Pure PQC certificate and highlights the
absence of classical cryptographic elements.

Pure PQC certificates offer high assurance against future
quantum threats, as they do not rely on any potentially
vulnerable legacy algorithms. However, their adoption faces
considerable technical barriers. Many client applications,
operating systems, and TLS libraries do not yet support
quantum-safe algorithms natively, rendering Pure PQC
certificates impractical in most production environments [8,
9.

Pure PQC Certificate

Post-Quantum Only

Figure 2. Structure of Pure PQC Certificate

Moreover, the increased size of quantum-safe public keys
and signatures can impact latency, memory usage, and
handshake performance, particularly in constrained
environments such as [oT [10, 11]. Despite these limitations,
several experimental implementations and testbeds, such as
those based on OpenSSL-pq and libogs, have validated the
feasibility of Pure PQC certificates in isolated networks or
pilot deployments [12 13].

2) Hybrid Certificate: Hybrid certificates contain both
classical and post-quantum signature algorithms. They are
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designed to be verifiable by both classical clients and post-
quantum-aware systems, thus enabling a smooth transition
period during the global migration to quantum-safe
cryptography. Figure 3 depicts the certificate structure which
typically includes parallel cryptographic components,
allowing independent validation using either classical or post-
quantum algorithms.

Hybrid Certificate

PQC Public Key

Traditional Public Key

PQC Signature +
Classical Signature

PQ + Classical Crypto

Figure 3. Structure of Hybrid Certificate

The most common structure involves dual signatures,
where one uses a classical algorithm (e.g., RSA or ECDSA)
and the other uses a post-quantum algorithm. These signatures
may be concatenated or encoded as distinct fields within the
X.509 certificate. Hybrid certificates ensure backward
compatibility and prevent service disruption for clients that
cannot yet process quantum-safe formats [14, 15].

Nevertheless, they raise important concerns related to
signature validation ordering, implementation complexity,
and the expansion of the attack surface. For example,
discrepancies between classical and quantum validation logic
may lead to the acceptance of forged certificates in one
domain but not another [16]. Despite these challenges, Hybrid
certificates remain one of the most practical short-term
strategies, especially for applications involving VPNs, TLS,
and e-government portals [17, 18].

3) Composite Certificate: Composite certificates combine
multiple cryptographic algorithms into a single composite key
and composite signature. Unlike Hybrid certificates, which
maintain  separate cryptographic materials, Composite
certificates encapsulate all elements within a unified structure.
This design aims to streamline key exchange and certificate
validation processes by presenting a unified representation of
multiple schemes. Figure 4 illustrates how multiple algorithm
components are merged into composite key and signature
fields within the certificate.

4) The IETF's LAMPS working group has considered
composite formats for X.509 certificates that incorporate both
classical and post-quantum components, utilising structured
encoding rules. Composite models typically require
specialised client-side libraries to parse and validate multi-
algorithm keys and signatures [11, 19].

Composite Certificate

PQC | Classical

Public Key © public Key

Composite Signature

Combined Keys & Sig.

Figure 4. Structure of Composite Certificate

Research has shown that this approach can significantly
reduce handshake complexity and transmission overhead
compared to the dual-signature structure in Hybrid certificates.
However, Composite models remain experimental and are
dependent on ongoing efforts and support in libraries such as
libogs and BoringSSL.

5) Chameleon Certificate: Chameleon certificates are
adaptive certificate structures that can present different
cryptographic identities based on the verifier's capabilities.
These certificates utilise a programmable interface to switch
between classical and quantum-safe representations, offering
maximal compatibility without duplicating cryptographic
material. Figure 5 depicts the adaptive behaviour of
chameleon certificates, where different cryptographic views
may be exposed depending on the verification context.

Chameleon Certificate

Classical
(+)

Public Key Public Key

Chameleon Signature

Adaptive Scheme

Figure 5. Structure of Chameleon Certificate

Although this architecture remains conceptual mainly,
several studies have proposed mechanisms that enable the
selective exposure of cryptographic components based on
negotiation outcomes in TLS or SSH [20, 21]. The model is
particularly attractive for distributed systems and privacy-
preserving architectures, where revealing only necessary
cryptographic elements may reduce exposure to surveillance
and metadata analysis.

Chameleon certificates require highly dynamic trust
negotiation  protocols and  context-aware validation
mechanisms, both of which are under development.
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6) Parellel Certificate: In the Parallel model, two distinct
certificates are issued for the same entity. One uses a classical
cryptographic algorithm, and the other one uses a post-
quantum scheme. These certificates co-exist in the trust store
or are delivered together during a handshake, allowing clients

to validate either one based on their cryptographic capabilities.

Figure 6 illustrates the parallel issuance and validation paths
supported under this model.

Parallel Certificate

PQC

| Classical
Public Key

Public Key

PQC Signature

Classical Signature

Dual Validation

Figure 6. Structure of Parallel Certificate

This architecture simplifies implementation and preserves
standard certificate validation logic. However, it increases
management overhead, such as maintaining two certificate
lifecycles, and can double -certificate chain size and
complexity in practice [22, 23]. Nevertheless, it has been
successfully deployed in experimental IoT and VPN contexts,
where device firmware supports dual-chain resolution [24].

7) Wrapped Certificates: Wrapped certificates
encapsulate a post-quantum certificate within a classical
certificate structure or vice versa. This "certificate-in-
certificate" model ensures that classical systems can still
recognise and validate the outer certificate while post-

quantum-aware systems parse and verify the wrapped payload.

Figure 7 shows how the inner certificate is embedded within
the outer certificate envelope and processed differently by
classical and post-quantum-aware systems.

Wrapped Certificate

Classical Certificate

PQC

l Sub-Certificate

PQC Signature

PQC Inside Classic

Figure 7. Structure of Wrapped Certificate

The model enables the transmission of post-quantum
content through legacy networks and systems that would
otherwise reject unknown certificate formats. Wrapped
certificates are currently being investigated for their potential
to establish trust in heterogeneous environments, particularly
in the telecom, blockchain, and critical infrastructure sectors

[25, 26]. Challenges include increased parsing complexity,
validation ambiguity, and risks of signature replay or
wrapping attacks.

These six structural models represent the core design
paradigms under consideration for integrating post-quantum
certificates. Table II will provide a comparative overview of
their properties, including compatibility, cryptographic
strength, implementation status, and deployment readiness.
Understanding the trade-offs between these models is critical
for stakeholders aiming to design robust, interoperable, and
quantum-resilient PKI systems.

B. Integration Challenges and Interoperability Issues (RQ2)

The integration of post-quantum certificates into real-
world PKI ecosystems presents a multifaceted set of
challenges that extend beyond cryptographic performance.
These challenges primarily relate to interoperability,
backwards compatibility, tooling maturity, certificate path
validation, and regulatory compliance. Despite the availability
of NIST-recommended quantum-resistant algorithms, their
deployment within the X.509 framework remains constrained
by infrastructural, procedural, and protocol-level limitations
[16, 19].

1) Compatibility with  Existing Infrastructure: A
significant obstacle in PQC deployment is the need to
maintain interoperability with legacy systems that exclusively
support classical cryptography. Many widely used operating
systems, TLS libraries, certificate authorities (CAs), and
network appliances lack support for post-quantum primitives
or multi-algorithm handling. As shown by [14], Hybrid
certificates were developed to address this issue by supporting
both classical and PQC algorithms in a single X.509 structure.
However, such designs increase the complexity of signature
verification and expose systems to downgrade attacks where
classical components may be preferred by malicious actors [9].

2) Certificate Size and Bandwidth Limitations: Post-
quantum signatures and keys are substantially larger than their
classical counterparts. For instance, ML-DSA signatures may
exceed 2 KB, compared to less than 300 bytes for RSA-2048
or ECDSA. This size inflation affects handshake latency,
packet fragmentation, and performance in low-bandwidth or
constrained devices. Research by [8] and [10] has
demonstrated that TLS handshake times in IoT deployments
may double when using PQC-only certificates, necessitating
careful optimisation or protocol redesign.

3) Trust Chain Construction and Path Validation:
Another key challenge is ensuring that certificate validation
chains, including intermediate and root certificates, can be
correctly interpreted and trusted by clients with varying
cryptographic capabilities. Hybrid and Parallel models offer
partial solutions yet introduce operational complexity, as dual
chains must be managed, synchronised, and validated. Studies
such as those by [23] and [27] have emphasised the difficulty
of managing cross-signed certificates and maintaining
consistency across hybrid trust hierarchies.

Furthermore, new validation logic is needed to handle
Composite and Wrapped certificates, which may not conform
to conventional parsing mechanisms. This raise concerns over
certificate revocation, expiration, and path building in
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heterogeneous environments where classical and quantum
nodes co-exist [11].

4) Tooling and Ecosystem Maturity: The current maturity
level of post-quantum certificate tooling lags behind the
development of the corresponding algorithms. While libraries
such as libogs and BoringSSL have begun incorporating PQC
primitives, comprehensive support for certificate generation,
revocation, and renewal workflows is still limited [13].
Additionally, certificate transparency logs and auditing
frameworks are not yet standardised for quantum-safe
extensions, which complicates monitoring and trust auditing.

Open-source implementations remain fragmented, often
requiring custom forks or hardcoded adaptations that hinder
interoperability testing and third-party certification. Research
in [25] notes that most commercial CA platforms do not
support PQC integration natively, creating a gap between
theoretical readiness and operational deployment.

5) Regulatory and Standardisation Gaps: Ultimately, the
lack of unified regulatory guidance for post-quantum PKI
migration poses significant risks to compliance. Although
NIST has selected key algorithms, formal standards on
certificate profiles, validation policies, and trust model
definitions are still under development by groups such as the
IETF's LAMPS working group and ETSI. Without these
standards, vendors face ambiguity regarding acceptable
implementation patterns, which can lead to incompatible or
proprietary certificate formats [12, 17].

C. Implementation Contexts and Use Cases (RQ3)

The deployment of post-quantum certificate models is
highly context-sensitive, shaped by environmental constraints,
performance requirements, and trust hierarchies across
different domains. While many theoretical designs have been
proposed, relatively few have been tested or validated in
operational settings. This section synthesises evidence from
empirical implementations to identify viable use cases and
technical adaptations necessary for deploying post-quantum
certificates at scale.

1) IoT and Embedded Systems: The loT sector presents
unique challenges for PQC adoption due to its constraints in
processing power, memory, and bandwidth. Despite this,
multiple studies have experimented with Hybrid or
lightweight Composite certificate models in embedded
environments. For example, work in [14] implemented a
hybrid TLSv1.3 handshake protocol on Cortex-M4 devices
using Wo2IfSSL, combining classical and post-quantum

digital signatures to ensure compatibility and forward security.

Similarly, work in [28] explored the integration of PQC into
machine-to-machine ~ (M2M)  communications  within
industrial ~ cyber-physical systems, demonstrating the
feasibility of secure handshakes under constrained conditions.

Research in [29] further extended this line of inquiry into
three-layer IoT architectures, using Hybrid certificates for
authentication and integrity protection. These studies
collectively affirm that, while key size and handshake latency
remain significant concerns, careful selection of certificate
structure (particularly Hybrid and Composite models) can
mitigate most constraints in low-resource loT deployments.

2) Automotive and Vehicular Communication Systems:
Secure certificate management in vehicular networks, such as
V2V and V2I systems, is critical for safety and data
authenticity. Research in [25] developed qSCMS, a credential
management system tailored to vehicular communications,
integrating PQC algorithms into the automotive Public Key
Infrastructure. More recently, research in [17] conducted a
national-level audit of public key cryptographic usage in the
U.S. electric vehicle charging infrastructure, highlighting the
urgency for standardised post-quantum certificate solutions
due to the long lifespan of deployed vehicle hardware.

These studies suggest that Parallel and Wrapped certificate
models are particularly suitable for automotive systems,
where fielded devices may lack upgrade paths. Wrapped
certificates can encapsulate post-quantum credentials while
remaining compatible with classical PKI validators in existing
Electronic Control Units (ECUs).

3) VPNs, Secure Tunnels, and Enterprise Environments:
The enterprise context, particularly in the realm of Virtual
Private Networks (VPNs), has seen some of the earliest
experimental deployments of PQC-enabled certificates.
Research in [9] introduced PQConnect, an end-to-end VPN
tunnel architecture leveraging quantum-resistant signatures
and key exchanges. Research in [26] Ilater analysed
PQConnect’s performance, revealing that Hybrid models
offered the best trade-offs in security and deployment ease.

Likewise, research in [18] implemented a quantum-safe
VPN prototype using post-quantum TLS certificates. The
results emphasised that backwards-compatible certificate
formats, specifically Hybrid and Composite, enable seamless
integration with commercial VPN clients and server-side
infrastructure.

4) Cloud Services and Scalable Trust Models: Post-
quantum certificates are also being piloted in large-scale
cloud platforms and distributed identity systems. Research in
[13] explored how virtual HSMs (Hardware Security Modules)
and PKI orchestration tools can support the secure issuance
and management of quantum-safe certificates in cloud-native
deployments. Their implementation integrated virtualised
trust anchors, certificate lifecycle management, and certificate
transparency logging.

Parallel and Composite models were favoured in this
context due to their compatibility with microservices
architecture and multi-tenant environments. Furthermore, the
inclusion of programmable APIs for trust negotiation, similar
to those proposed in the Chameleon model, was found to be
critical for enabling quantum awareness in trust delegation
protocols [20].

D. Comparative Analysis of Certificate Architecture

To provide a comprehensive evaluation of post-quantum
certificate models, this subsection consolidates key findings
through two complementary comparative tables. The first
comparison (Table II) presents the structural and technical
attributes of each model, while the second (Table III) assesses
the domain-specific suitability for deployment and operational
implications. This dual-framework analysis supports both
theoretical reflection and practical decision-making in the
design of post-quantum PKI.
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1) Technical Attributes and Design Trade-offs: Table II
presents a multi-dimensional comparison of six certificate
models: Pure PQC, Hybrid, Composite, Chameleon, Parallel,
and Wrapped across five critical dimensions: cryptographic
strength, legacy compatibility, tooling support, validation
complexity, and implementation readiness.

The Pure PQC model stands out for its cryptographic

assurance, being built exclusively on post-quantum primitives.

However, its lack of support for legacy systems and minimal
toolchain integration limits its deployability. The Hybrid
model, which integrates both classical and quantum-safe
algorithms, achieves high toolchain maturity and full
backward compatibility, making it the most production-ready
approach. Composite and Wrapped models offer robust multi-

algorithmic security but at the expense of high structural
complexity and specialised validation processes.

The Chameleon model, although innovative in adapting to
dynamic cryptographic environments, remains experimental
mainly due to its low maturity and fragmented
implementation. Parallel certificates, which facilitate co-
validation through multiple certificate chains, offer broad
compatibility and resilience but require careful orchestration
and increase lifecycle management overhead.

This comparative insight emphasises that no single model
satisfies all technical criteria simultaneously. Trade-offs must
be assessed in consideration of infrastructure constraints,
regulatory requirements, and long-term migration objectives.

TABLE II. COMPARATIVE CHARACTERISTICS OF CERTIFICATE MODELS

Model Cryptographic Legacy Tooling Support Validation Implementation
Strength Compatibility Complexity Readiness
Pure PQC High [16, 12] Low [16, 19] Low [1, 19] Low [1] Low [5, 14]
Hybrid Moderate [14, 10] High [14, 10] High [14, 10] Moderate [14, 10] | High [28, 12]
Composite | High [8, 17] Moderate [8, 17] Moderate [8, 17] High [8, 17] Moderate [8, 17]
Chameleon | High [19, 23] Moderate [19,23] | Low [19, 23] High [19, 23] Low [19, 23]
Parallel Moderate [28, 18] High [28, 18] Moderate [28, 18] | Moderate [28, 18] | Moderate [28, 18]
Wrapped High [22, 27] High [22, 27] Moderate [22,27] | High [22, 27] Moderate [22, 27]
TABLE III. SUITABILITY MATRIX OF CERTIFICATE MODELS
Model TLS Support IoT Deployment Vehicular Lifecycle Backward
Systems Complexity Compatibility
Pure PQC Limited [16, 14] Low [16, 19] Low [16, 19] Low [16] None [16]
Hybrid Supported [14, 10, 9] | Moderate [14, 10] | Moderate [14, 10] | Moderate [14, 10] | Full [14, 10]
Composite | Partial [8, 17] Low [8, 17] Moderate [8, 17] High [8, 17] Partial [8, 17]
Chameleon | Experimental [28,23] | Low [19, 23] Low [19, 23] High [19, 23] Partial [19, 23]
Parallel Supported [28, 18] High [28, 18] High [28, 18] Moderate [28, 18] | High [28, 18]
Wrapped Partial [22, 27] High [22, 27] High [22, 27] High [22, 27] High [22, 27]

2) Suitability Across Deployment Contexts: Building on the
technical analysis, Table III evaluates each certificate model's
practical suitability across five prominent domains: TLS
support, IoT deployment, vehicular systems, lifecycle
complexity, and backward compatibility.

The Hybrid model emerges as the most versatile, with high
suitability across all domains due to its dual-stack
compatibility and widespread implementation experience. In
contrast, higher lifecycle complexity of Composite and
Wrapped models may limit their adoption in resource-
constrained settings. Parallel certificates show potential in
automotive and industrial IoT contexts, where long-term trust
anchors must co-exist with evolving cryptographic standards.

The Pure PQC model, despite being theoretically ideal, is
currently limited to experimental or isolated deployments due
to the immaturity of its tooling. Chameleon -certificates,
although  conceptually compelling, face deployment
constraints tied to policy variability and ambiguity in
validation.

This synthesis of technical properties and real-world
applicability provides a holistic understanding of the

operational  landscape for  post-quantum certificate
deployment. It offers guidance for selecting architecture that
best aligns with an organisation's infrastructure readiness,
trust requirements, and cryptographic roadmap.

IV.RECOMMENDATION AND FUTURE WORK

This review has identified the current strengths and
weaknesses of post-quantum certificate models. To support
both practitioners and researchers, this section outlines
strategic guidance for deployment and highlights areas where
further study is essential.

E. Practical Recommendations

1) Use Hybrid Models for Smooth Migration: Hybrid
certificates are currently the most suitable for real-world
deployment. They strike a balance between quantum
resistance and backwards compatibility, making them ideal
for gradual upgrades in enterprise systems, government
infrastructure, and web services [9, 14].
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2) Apply Parallel or Wrapped Models in Long-Lifecycle
Systems: In sectors such as automotive, industrial IoT, and
energy, systems must remain operational for many years.
Parallel and Wrapped models provide resilience and
compatibility, ensuring long-term trust without requiring
frequent updates [8, 30].

3) Avoid Pure PQC in Production Environments: Although
Pure PQC certificates offer strong security, they are not yet
practical in production environments. The lack of supporting
tools, standard validation methods, and interoperability limits
their use in experimental deployments and testbeds [16].

4) Invest in Tooling and Policy Support for Complex
Models: Certificate types such as Composite, Chameleon, and
Wrapped introduce operational challenges. Successful
deployment will require automated lifecycle tools, clear
validation rules, and updated certificate policies [19, 31].

F. Future Research Directions

While this review has mapped six distinct certificate models,
several open research avenues remain, each tied to the
uniques challenges of these models.

1) Pure PQC Certificate: This model represents the long-
term vision of “quantum-native” infrastructures. NIST-related
studies [5, 18] have shown their theoretical strength, but
future research must evaluate scalability, performance, and
standardisation readiness.

2) Hybrid Certificate: This is the most deployment-ready,
yet they require large-scale benchmarking in real-world
infrastructures such as TLS and VPNs. Prior prototypes [2, 12]
have demonstrated feasibility, but systematic performance
studies on latency, handshake duration, and scalability are still
lacking.

3) Composite Certificate: This model is efficient in design,
but their multi-algorithm structure complicates validation.
Existing work in [27, 28] has highlighted interoperability
challenges, underscoring the urgent need for standardised
validation frameworks across toolchains.

4) Chameleon Certificate: This model is innovative due to
their adaptive behaviour, yet this flexibility risks downgrading
vulnerabilities. Future work should therefore prioritise
protocol-level validation and negotiation standards [14, 25].

5) Parallel Certificate: This model is promising for loT and
vehicular systems with long lifecycles. However, their
reliance on dual certificates increases overhead in storage and
renewal. Studies in [19, 31] suggest the need for certificate
lifecycle management strategies tailored to constrained
environments.

6) Wrapped Certificate: This model supports legacy
integration but introduces parsing and validation complexity.
Research should focus on improving toolchain support and
defining regulatory profiles to ensure acceptance in practice
[17,30].

In summary, Hybrid model is closest to deployment but
needs large-scale benchmarking. Composite and Chameleon
models most urgently require standardised validation. Parallel
and Wrapped models call for improvements in tooling and

lifecycle management, while Pure PQC model remains a
long-term research priority for quantum-native infrastructures.

V. CONCLUSIONS

This systematic literature review explored the development
and integration of post-quantum certificate models between
2017 and 2025, a period marked by global efforts to prepare
cryptographic infrastructure for the emergence of large-scale
quantum computing. While cryptographic algorithms such as
ML-KEM and ML-DSA have advanced through NIST's
standardisation process, embedding these primitives into
operational PKI systems, particularly those reliant on the
X.509 standard, remains a complex and underdeveloped
challenge.

Six certificate models were identified and analysed: Pure
PQC, Hybrid, Composite, Chameleon, Parallel, and Wrapped.
Each model represents a distinct approach to integrating post-
quantum security into the X.509 certificate structure, which
serves as the foundation for authentication, encryption, and
trust validation in protocols such as TLS. The review
indicates that while Hybrid models are currently the most
viable due to their backwards compatibility and tooling
support, other models offer stronger quantum resistance but
require significant changes in lifecycle management, trust
anchor configuration, and validation logic.

A key insight from this review is that a secure transition to
post-quantum PKI is not solely a cryptographic problem. It
requires coordinated advancements in certificate validation
standards, toolchain support for complex multi-algorithm
formats, and integration into widely deployed X.509-based
ecosystems such as TLS, VPNs, and secure messaging
platforms. Without such alignment, even the strongest
algorithms may fail to deliver meaningful security on a scale.

By consolidating fragmented academic and technical
insights, this study provides a foundation for guiding future
implementations of post-quantum certificates. Continued
research is needed to standardise hybrid and multi-signature
validation methods, extend X.509 profiles, and ensure
performance, interoperability, and trust across evolving PKI
environments.
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