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Abstract— Security Operations Centres (SOCs) form the operational core of cyber defence strategies across the world. They are
tasked with ensuring continuous monitoring, triage, detection, and response to ever-evolving threats. However, conventional
performance metrics used to evaluate SOC efficacy—such as Mean Time to Detect (MTTD), Mean Time to Respond (MTTR), and
false positive rates—primarily assess system throughput while overlooking the psychosocial realities of the human analysts who
underpin these metrics. This paper presents the findings of a quantitative workforce study conducted among 175 Malaysian SOC
professionals across internal, hybrid, and managed security service provider (MSSP) environments. Using a Likert-based adaptation
of the NIOSH Worker Well-Being Questionnaire (WellBQ), the study investigates stress, burnout, alert fatigue, task autonomy,
psychological safety, tooling efficacy, and career development perceptions. Findings reveal that 73.1% of respondents experience
emotional tiredness at least “Sometimes,” while 78.9% agree that more automation would improve their well-being. Notably, 68.0%
reported having opportunities to grow and develop their careers within their SOC environments. These insights highlight the need for
a paradigm shift in SOC performance measurement—one that integrates human-centric indicators alongside traditional technical
KPIs. The paper concludes with empirically grounded recommendations for embedding well-being frameworks into operational
security management to ensure sustainable, high-performing cybersecurity teams.

Keywords— Security Operations Center (SOC); Human-Centric, Cybersecurity; Mean Time to Detect (MTTD); Mean Time to
Respond (MTTR).
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[. INTRODUCTION

Security Operations Centres (SOCs) are essential
components of an organization’s cybersecurity infrastructure.
As the threat landscape grows more complex, SOCs are
increasingly relied upon to manage high volumes of alerts,
coordinate incident responses, and provide real-time visibility
into enterprise threats. Traditionally, SOC performance has
been measured through operational metrics such as Mean
Time to Detect (MTTD), Mean Time to Respond (MTTR),
and false positive rates. While these indicators are valuable
for assessing system responsiveness and procedural
effectiveness, they fail to capture the human dimension of
cybersecurity work.

SOC analysts operate in cognitively demanding
environments characterized by high alert volumes, irregular
schedules, and intense decision-making pressures. These
working conditions can lead to emotional exhaustion,
decreased vigilance, and burnout, particularly when there is
limited autonomy or unclear career growth. Despite these
challenges, human-centric metrics are rarely incorporated into
SOC assessments, creating a critical blind spot in
performance management.

In Malaysia, where cybersecurity capabilities are maturing
rapidly under the national Malaysia Cyber Security Strategy
[1], understanding the psychosocial experiences of SOC
analysts is crucial for both workforce retention and strategic
resilience. Further, according to the Delinea Global
Cybersecurity Workforce Report [2], a significant proportion
of security leaders report recurring negative business impacts
due to poor alignment with business stakeholders. The report
emphasizes that only 47% of decision-makers feel
cybersecurity goals are highly aligned with business outcomes,
and gaps in goal setting and communication undermine both
security posture and analyst well-being. This study seeks to
fill this gap by exploring the well-being of Malaysian SOC
professionals using a structured, evidence-based approach. It
builds upon validated occupational health instruments to
provide a first-of-its-kind empirical assessment of analyst
experience in high-pressure security environments.

II. LITERATURE REVIEW

A. Traditional Metrics and Their Shortcomings

Security Operations Centre (SOC) performance is
commonly assessed using indicators like Mean Time to
Detect (MTTD), Mean Time to Respond (MTTR), and alert
closure rates. Figure 1 gives an overview of Incident Metrics.
While effective at measuring response efficiency, these
metrics overlook key human performance dimensions such as
decision complexity, mental fatigue, and tool usability.
Vielberth et al. [3] argue that traditional metrics fail to reflect
the full scope of operational effectiveness and do not account
for human-centric challenges. Chamkar et al. [4] further
emphasize that SOC evaluations should integrate analyst
well-being, autonomy, and engagement alongside technical
performance.

MTBF
MTTF MTTD MTTR MTTF
Correct behavior Diagnose Repair Correct behavior Time
First Begin End Second
Failure Repair Repair Failure

Figure 1 Overview of Incident Metrics

B. Burnout and Fatigue in Cybersecurity Work

Burnout in SOC roles is a recurring issue, primarily
caused by repetitive alert triage, high-stakes incident response,
and continuous shifts. Chandran et al. [5] demonstrated how
emotional fatigue accumulates in SOC teams through alert
volume, tool fatigue, and constrained task autonomy. Their
human capital model highlights the feedback loop between
stress and attrition, showing that burnout undermines both
operational continuity and workforce retention.

C. Psychological Safety and Organizational Health

Psychological safety, the shared belief that individuals can
voice concerns, admit mistakes, or express emotional strain
without fear of retribution is foundational to effective team
performance in high-pressure environments such as Security
Operations Centres (SOCs). It enables proactive error
reporting, fosters collaborative problem-solving, and
strengthens emotional resilience. However, in many SOC
environments, low psychological safety leads to suppressed
communication and heightened stress, especially during
critical incident response. Newman et al. [6] affirm that
psychological safety is strongly linked to learning behaviour,
engagement, and team effectiveness, yet it is frequently
overlooked in technical and maturity frameworks that
prioritize operational metrics over human-centered factors.

Despite its well-documented benefits, psychological safety
remains underemphasized in the design and evaluation of
SOCs. This study found that only 37% of survey respondents
felt safe discussing burnout or emotional fatigue in the
workplace. The absence of psychological safety not only
impedes team learning and early error detection but also
contributes to chronic stress and emotional disengagement,
undermining the very performance these environments are
built to support.

D. The Career Stagnation Challenge

The 2025 SANS SOC Survey [7] confirms that career
progression has become the leading factor for employee
retention, surpassing money and meaningful work, as
illustrated in the latest findings (see Figure 2). This update
highlights that while SOC analysts continue to cite a lack of
clear advancement pathways and role clarity as key
challenges, even modest improvements in progression
opportunities have a decisive impact on whether skilled staff
choose to stay. Without visible career ladders and active
mentorship, organizations risk heightened turnover as analysts
look for growth in roles beyond the SOC.

MJoSHT Vol. 11, Special Issue on the 5th International Conference on Recent Advancements in Science

and Technology (ICoRAST 2025)

87



What is the most effective method you have found to retain employees?
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Figure 2. The 2024 SANS SOC Survey on what has been compelling
people to stay

E. Human-Centric SOC Frameworks

Mainstream technical frameworks such as MITRE
ATT&CK [8] and NIST CSF [9] focus on procedural and
control maturity, but do not address analyst fatigue,
psychological safety, or career incentives. Vielberth et al. [3]
pointing out that there is no holistic SOC standard or
framework, making it hard to audit a cohesive and complex
SOC. Chamkar et al. [4] emphasises the need to design a
universal set of metrics, that consider all the factors in SOCs
which aligned with this study highlighting human-centric
metrics as critical factor of SOCs. Kokulu et al. [10]
conducted a qualitative study, interviewing SOC analysts and
managers across sectors to identify issues limiting SOC
performance. Their findings show "low visibility into the
network infrastructure" as the most frequently cited problem,
as well as mismatches between manager and analyst priorities,
especially regarding automation, response speed, and metric
effectiveness. The study emphasizes the need for research into
communication, asset discovery, and refinement of security
metrics, supporting calls within the industry for a shift toward
human-centric and context-aware SOC frameworks.

III. METHODOLOGY

A. Survey Design and Adaptation

This study employed a structured questionnaire based on
the NIOSH Worker Well-Being Questionnaire [11]. Figure 3
displays NIOSH WellBQ domains that were used as a
reference.

Workplace
Physical Environment and

Safety Climate

Workplace
Policies and
Culture

Work
Evaluatoi:)n and Worker
lasilll Well-Being
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€ o 50
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Figure 3. NIOSH WellBQ domains

The adapted NIOSH Worker Well-Being Questionnaire
(WellBQ) used in the survey differs from the original
instrument primarily in its contextualization and focus on
Security Operations Center (SOC)-specific experiences across
eight key domains: Burnout Risk, Cognitive Load & Alert
Fatigue, Job Satisfaction & Meanings, Career Development,
Organizational Support, Technology Impacts, Workplace &
Safety, and Poor Mental Health. While the NIOSH WellBQ is
a comprehensive, multi-domain tool designed to assess
worker well-being across generic occupational sectors—with
domains such as work evaluation, workplace culture, safety
climate, health status, and life outside work—the adapted
version reorganizes and customizes these content areas
specifically to reflect SOC operational realities.

The survey instrument adapted 19 items from the NIOSH
WellBQ while introducing 3 new constructs that do not
present in the original instrument. The SOC instruments
contain 9 sections (A - I) where sections A and B capture
demographic and SOCs organizational profile contexts,
including role specialization (SOC Analyst, Threat Hunter,
DFIR), shift patterns, and alert volume characteristics.

Sections C-I systematically adapt NIOSH WellBQ items
measuring burnout risk, cognitive load, job satisfaction,
mental health, organizational support, and workplace
environment. 3 new constructs which is development (E7-E9),
technology impacts (H1-H2), and enhanced psychological
safety measures (G6, G8). The new constructs that have been
created still maintaining the integrity of the original NIOSH
while tailored to capture SOC specific stressors such as alert
fatigue, 24/7 operational demands, and cognitive loads from
the threat analysis works. The survey responses will enable
operationalization of the new proposed eight SOC well-being
metrics:

i Burnout Risk

ii.  Cognitive Load & Alert Fatigue

iii.  Job Satisfaction & Meanings

iv.  Career Development

v. Organizational Support

vi.  Technology Impacts

vii. Workplace & Safety

viii. Poor Mental Health

B. Sample Population

As there are no official registry or publicly available data
regarding the total population of SOC professionals in
Malaysia, the precise size of the population remains
indeterminate. Consequently, the study relied on a purposive
sample of practitioners who voluntarily participated in the
survey. In total, 175 SOC professionals across Malaysia
completed the instrument. Table I presents the demographic
characteristics of the respondents, while Figure 4 illustrates
the distribution of participants’ roles. The sample
encompassed both operational and managerial positions and
reflected a diversity of professional experience, organizational
contexts, and industry sectors. While the absence of a defined
population precludes claims of full representativeness, the
heterogeneity of respondents offers meaningful insights,
though findings should be interpreted with caution given the
voluntary nature of participation and potential self-selection
bias.
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TABLE I. SURVEY POPULATION

This section presents the statistic distributions of SOC
workforce experiences across key psychosocial dimensions,
derived from Likert-scale responses. Table II displays

Category Subcategory Percentage statistics over eight well-being metrics.
Role SOC Analyst 51.4%
CTT Analyst % TABLE II. WELL-BEING METRICS RESULTS (N=175)
DFIR 7.4%
. Cronbach's
Red Team 6.9% Metric Mean | SD | Med Range o
SOC Engineer 6.3% Burnout Risk 528 | 137 | 520 | 20-100 0.74
Threat Hunter 2% Cognitive Load | =55 5 | 155 | 533 | 20.100 0.74
Others 17.1% & Alert Fatigue ’ : ) )
Experience Less than 1 year 22.3%
1-3 years 37.1% g’?\f;?fif;?"n 757 | 147 | 767 | 20-100 0.89
3-5 years 13.7%
More than 5 years 26.9% ]?)?:i/e;i)pments 731 | 181 | 733 | 20-100 0.80
Soc Model Internal 41.1% Oreanizational
MSSP 38.9% S;ﬁ;‘;lrf;‘ tona 738 | 150 | 756 | 31.1-100 0.90
1 0,
Hybrid 20.0% ITeCh“fl"gy 765 | 168 | 80.0 | 20-100 0.77
Shift Type Rotating 57.7% mpacts
Day 24.6% ;Z‘;:t‘yplace & 781 | 164 | 80.0 | 20-100 0.65
Night 1.7% Poor Mental
ol 0% Hoolih 478 | 168 | 456 | 20-92.0 0.87

Threat Hunter, 2.3%

SOCEngineer,6.3%

Red Team, 6.9%

SOCAnalyst, 51.4%
DFIR, 7.4%

Figure 4. Survey participant roles

C. Data Analysis

Likert responses were analysed using percentage
distributions. This approach was chosen to highlight the
frequency and recurrence of specific experiences, enabling
identification of high-risk areas such as persistent emotional
fatigue, tooling dissatisfaction, or lack of role clarity.

D. Data Collection Timeline

The survey administration period lasted six weeks from
June to July 2025 which allowed enough time for participants
recruitment, allowing participants to complete their survey,
and enough time to collect the responses. The research
employed different recruitment approaches which included
professional network announcements and organizational
outreach to increase participant numbers while ensuring all
participants joined voluntarily.

IV.RESULT

E. Burnout Risk

The study reveals that the average Burnout Risk score
among the participants was 52.8 on a 0-100 scale, with a
standard deviation of 13.7. This result was derived from five
key indicators which is time pressure, fatigue, life interference,
anxiety, and anger. This indicator suggests a moderate level
of burnout risk within the group. Cronbach's alpha has been
measured and captures a score of 0.74 for the internal
consistency of the scale which indicating a reliable data.

F. Cognitive Load & Alert Fatigue

The Cognitive Load & Alert Fatigue assessed on areas
such as lack of enthusiasm, lack of energy, and difficulty
concentrating. The mean score for this metrics is 53.7 (SD =
15.2) with the Cronbach's alpha result of 0.74. Studies
literature indicates that alert fatigue represents one of the
significant work-related stressors affecting SOC analysts [4].
The wide distribution (20-100) shows that people experience
fatigue at different levels which indicates that some analysts
stay alert while others face extreme fatigue that could affect
their ability to detect things and make decisions. This
variation is fully acceptable considering the wide size of
survey sample size received from different organizational
contexts of SOC in Malaysian landscape.

G. Job Satisfaction & Meanings

Job Satisfaction & Meanings measured using six items
from the survey which assessing the participant satisfaction,
meaningfulness, purpose, inspiration, immersion, and
enthusiasm for work. The metric was calculated with a mean
score of 75.7 (SD = 14.7) and the Cronbach's alpha score of
0.89 which indicating an excellent internal consistency.
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The high mean score indicates that the majority of
Malaysian SOC professionals experience substantial job
satisfaction and perceive their work as meaningful. This
finding provides important context for interpreting against the
moderate burnout risk scores in which analysts experience
genuine engagement and purpose in security work despite
occupational pressures. This distinction between meaningful
work with moderate demands (present) and burnout resulting
from meaningless work with excessive demands (not present)
has important implications for organizational strategy. Rather
than reducing workload dramatically, organizations may
enhance well-being through recognition of meaningful
contributions and clarification of purpose.

H. Career Developments

The Career Developments metric has been measured by
using three items which assessing the growth opportunities,
organizational support for development, and feedback quality,
yielded a mean of 73.1 (SD = 18.1) with Cronbach's alpha of
0.80, indicating good internal consistency. Notably, Career
Developments exhibited the highest standard deviation (18.1)
among all metrics, indicating dramatic organizational
differences in career support practices.

The finding shows moderate-to-high mean score which
suggested that on average organizations are providing
reasonable career development support. Based on the wide
variation result, it is showing that some of the participants
believed that their career progression is clear and being
provided by the organization where others might struggle with
career potential and opportunities. Through this metric,
organizations can positively influence the Career
Developments scores by coming up with strategic investments
which can be focused on career development planning, skill
development, and career advancement opportunities.

1. Organizational Supports

The Organizational Supports metric has been measured by
using nine items assessing the feeling respected, feeling
valued, recognition, trust, well-being prioritization,
psychological safety, peer support, fair workload, and
autonomy. The score calculated with a mean of 73.8 (SD =
15.0) with Cronbach's alpha score of 0.90 which indicating an
excellent internal consistency. This nine-item metric
demonstrates the strongest internal consistency among all
measures, reflecting the coherence of items measuring
organizational support dimensions.

Similar like career development analysis where the high
mean score indicates that most respondents perceive
substantial organizational support across multiple dimensions.
However, the meaningful standard deviation (15.0) indicates
variation in support experience across organizations.

Kokulu et al. [10] work interpreted that SOCs exhibit
'matched' issues (where analysts and managers largely agree)
and 'mismatched' issues (where they significantly disagree).
The areas of disagreement between manager and analysts are
related to the speed of response, automation levels, evaluation
metrics, and tool functionality. These were suggested that
alignment between manager and analyst perspectives are
important for SOC effectiveness.

J. Technology Impacts

The Technology Impacts metric has been measured by
using two items assessing perceived workload reduction from
tools and optimized alert triage, yielded a mean of 76.5 (SD =
16.8) with Cronbach's alpha of 0.77, indicating acceptable-to-
good internal consistency.

The high mean score indicates that most organizations
have successfully implemented technologies that analysts
perceive as helpful for workload management and triage
optimization. However, the wide range (20-100, SD = 16.8)
demonstrates that a minority of organizations face significant
tool-related challenges. Through this metric, organization
with a low Technology Impacts scores should conduct
comprehensive tool audits which further examining their
usability, integration quality, automation coverage, and user
training adequacy.

K. Workplace Safety

The Workplace Safety metric has been measured by using
two items assessing both ergonomic workspace quality and
physical safety at work. The score was calculated with a mean
of 78.1 (SD = 16.4) with Cronbach's alpha score of 0.65
which indicating an acceptable internal consistency for
exploratory research. Despite the modest internal consistency
coefficient, the metric demonstrates construct validity through
meaningful variation across 175 respondents (range: 20-100).
The two items (ergonomic workspace and physical safety)
assess distinct, but related safety dimensions reflect legitimate
differences in how analysts experience workplace hazards.

The high mean score indicates that most respondents
perceive adequate physical and ergonomic working conditions.
The result data shows likely that SOC operations currently
established in facilities which maintain basic safety standards
for workplace environments.

L. Poor Mental Health

The participants responded to poor mental health items
which produced an average score of 47.8 equivalent (SD =
16.8, Median = 45.6, Range = 20-92). The high standard
deviation among 175 SOC respondents indicates substantial
variability due to different analysts found either minimal
mental health problems or major significant distress. The
observed pattern shows that SOC workers from a particular
group experience extended mental health issues which require
dedicated mental health treatment programs. Using the same
well-being measurement constructs, human resource team or
equivalence can come up with risk mitigation planning such
as consultation, mental health support, team building and
other mental wellness strategy.

V. COMPARATIVE ANALYSIS ACROSS SOC
CONTEXTS

This section provides deeper dive for subgroup analysis
between Internal SOC vs MSSP (N=140) by utilising the 8
metrics and the survey demographic contexts. Table III
presents the well-being metrics comparison between Internal
SOC and MSSP respondents.
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TABLE III. COMPARISON: INTERNAL SOC Vs. MSSP (N=140)

Metric Internal (n=72) MSSP (n=68)
Mean Mean
Burnout Risk 54.7 54.2
Cognitive Load &
Alert Fatigue 348 368
Job Sgtlsfactlon & 749 723
Meanings
Career
Developments 741 704
Organizational 763 692
Supports
Technology Impacts 77.0 72.6
Workplace & Safety 774 75.0
Poor Mental Health 47.2 53.0

Analysis of well-being metrics across operational models
reveals patterns reflecting organizational and structural
differences between internal and MSSP contexts. While both
contexts show comparable burnout risk (Internal: M = 54.7;
MSSP: M = 54.2), other dimensions show meaningful
differences.

Organizational Support demonstrates the most substantial
difference, with internal SOC professionals reporting
significantly higher support perception (M = 76.3) compared
to MSSP personnel (M = 69.2). This moderate effect size
suggests that internal organizational structures provide
stronger perceived backing than MSSP service delivery
models.

Career Development shows a significant advantage for
internal SOC professionals (M = 74.1 vs. M = 70.4). This can
be interpreted with a theory suggesting that internal
advancement opportunities are more transparent in dedicated
operations than in client-service delivery models.

Notably, Poor Mental Health reveals that MSSP personnel
reporting significantly higher mental health status (M = 53.0)
compared to internal SOC professionals (M = 47.2).

Job Satisfaction & Meaning of Internal SOC is showing
higher satisfaction rate (M = 74.9 vs. M = 72.8).

Differences in Burnout Risk and Cognitive Load which
the two most operationally proximal stressors are not
statistically significant. This indication provide assumption
that the fundamental demands of 24/7 monitoring and alert
management are similar across organizational models. The
truly differences emerge in how organizational context shapes
response to and recovery from these demands. Figure 5
illustrates well-being metrics comparison between Internal
SOC and MSSP in a radar charts view.

In addition to Internal SOC vs MSSP comparison, other
descriptive analyses reveal notable trends. The study shows
that analysts who have worked for less than twelve months
are having lower Cognitive Load & Alert Fatigue scores
which at M=53.8 compared to analysts who worked for five
or more years with score of M=60.0. This indicating that
senior employees experience higher mental workload and
more responsibilities in their day-to-day work.

The SOC Managers showed higher Job Satisfaction levels
than analysts indicating that leadership positions confer a
heightened feeling of purpose (M = 80.0 vs M = 73.4).

The finance industry had diminished Organizational

——Internal (n=72) Mean ——MSSP (n=68) Mean

Burnout Risk
80

70

Poor Mental Health 60 Cognitive Load &

Alert Fatigue

Job Satisfaction &

Workplace & Safety Meanings

Career

Technology Impacts Developments

Organizational
Supports

Figure 5. Internal SOC vs MSSP

Supports (M = 68.3) in contrast to energy sector (M =
84.2), possibly indicative of regulatory compliance cultures.

VI. SIMILAR INTERNATIONAL STUDY

A comparative analysis was conducted between this study
against the global SANS 2025 SOC Survey [7], each offering
distinct insights into the organizational and human
dimensions of security operations.

The two surveys have different core objectives: The
SANS SOC Survey 2025 [7] aims to benchmark SOC
operational maturity, staffing, and technology adoption
globally, providing industry-wide insights into tools,
processes, and structural challenges in SOCs. By contrast, this
study focuses specifically on the human-centric experience of
analysts, using adapted occupational health measures to assess
stress, burnout, psychological safety, and career progression
in a national context.

While SANS prioritizes technical, organizational, and
maturity metrics to guide industry best practices, the
Malaysian study spotlights psychosocial well-being and
analyst sustainability—emphasizing a need to rethink SOC
effectiveness beyond technical KPIs. This difference means
SANS offers global operational comparisons, while the
Malaysian survey provides unique, actionable insights for
workforce resilience and human-centered improvement
strategies.

The Malaysian SOC workforce experiences high rates of
emotional fatigue and stress, closely mirroring global findings
from the SANS 2025 SOC Survey [7], where understaffing,
retention challenges, and alert fatigue are universal issues.
Both surveys highlight that analysts see automation as crucial
to reducing repetitive work and improving wellbeing, yet
current tools and processes—manual reporting, tool sprawl—
fall short of those expectations.
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Distinctly, the Malaysian study places a unique emphasis
on psychosocial factors like psychological safety and career
development, with only 42% feeling safe discussing burnout
and 68% perceiving career growth opportunities. In contrast,
the SANS global survey adopts a broader view, focusing more
on operational metrics and technical deficits, while noting
only slowly improving leadership support and unclear career
progression. This shows Malaysian SOCs are more attuned to
human-centric challenges, whereas global trends emphasize
foundational capability and slow organizational change.

VII. RECOMMENDATIONS

To address the critical findings of this study, several
human-centric interventions are recommended.

A. Well-being metrics integration

Organizations should integrate well-being metrics into
SOC performance dashboards. These may include burnout
frequency, alert fatigue ratio, career clarity index, and
psychological safety scores to supplement traditional KPIs.
Table IV shows the Conceptual Workforce Well-Being
Metrics. Each suggested metric proposed to be normalized to
a percentage or index scale, allowing comparative evaluation
across organizations or analyst profiles.

Figure 6 presents a radar chart illustrating the mean scores
for each of the workforce well-being metrics suggested in this
study. Higher scores indicate stronger positive perceptions
(e.g., better psychological safety or more meaningful work),
while lower scores may highlight areas needing attention. The
visual profile reveals relative strengths in dimensions such as
“Technology Impacts” and “Workplace & Safety”, while
metrics like “Career Developments” and “Organizational
Supports”  appear  comparatively  lower, indicating
interventions are required for better supports and clear
development plan in SOC environments.

Figure 7 illustrates a conceptual role-based differences in
perceived workforce well-being using radar chart for Analysts,
and Managers. Both roles show relatively consistent scores in
core constructs like Burnout Risk, certain distinctions emerge.
For example, Managers report higher Career Developments
Confidence and higher Job Satisfaction & Meanings
compared to Analysts. Additionally, Analysts tend to report
higher Mental Health concern and lower scores on
Organizational Supports, possibly reflecting their operational
workload and lack of support from team members and
manager. This segmentation enables more tailored
interventions for each role based on well-being profile
differences.

TABLEIV. CONCEPTUAL WORKFORCE WELL-BEING METRICS

Metric

Description

Burnout Risk Score

Measures stress frequency,
exhaustion, and poor mental
health

Cognitive Load & Alert
Fatigue

Measures mental effort demand,
decision fatigue, alert volume
pressure, and sustained attention
requirements during monitoring
tasks

Job Satisfaction & Meanings

Measures intrinsic motivation,
sense of purpose, emotional
connection to work, and
professional identity satisfaction

Career Development

Measures perception of growth
opportunities, advancement
pathways, organizational support
for professional development

Organizational Supports

Captures recognition, trust in
management, perceived fairness,
peer support, psychological
safety for discussing burnout,
and decision-making autonomy

Technology Impacts

Measures whether tooling helps
reduce workload, mental burden,
and improves efficiency
(automation relief perception)

Workplace & Safety

Assesses alert triage volume,
workspace ergonomics, physical
safety, work-life balance
perception

Poor Mental Health

Direct measure of recent days
experiencing poor mental or
emotional health (0-30 days
count) combined with symptom
frequency (depression, anxiety,

worry)

Poor Mental Health

Workplace & Safety

Technology Impacts

Burnout Risk

Organizational Supports

Cognitive Load & Alert
Fatigue

Job Satisfaction &
Meanings

Career Developments

Figure 6. Conceptual workforce well-being spider radar
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Burnout Risk

=

Poor Mental Health Cos;nitivF:I tli;aug & Alert

Job Satisfaction &

Workplace & Safety Meanings

Technology Impacts Career Developments

Organizational Supports

Figure 7 Conceptual workforce well-being radar by roles

B. Strategically automation efforts

Automation efforts must be strategically designed to
reduce noise, not just improve speed. Implementations should
include analyst-informed playbooks, feedback-based alert
suppression tuning, and security orchestration, automation
and response (SOAR) tools with override capabilities for
contextual decision-making.

C. Psychological safety

Psychological safety must be fostered intentionally.
Techniques include team debriefs following major incidents,
regular wellness check-ins, and anonymous reporting
mechanisms that encourage transparency without fear of
retaliation.

D. Career path clarity

Organizations must clarify career development pathways.
This may involve introducing tiered analyst levels (e.g., Tier 1
to Tier 3) as shown in Figure 8, offering internal mobility
into roles like DFIR or CTI, and sponsoring certification
tracks or mentorship schemes.

Tier 4: Tier 3 skills +
SOC Manager Strong leadership and communication skills

1

Threat Hunter g.l expertise on data analysis and penetration
testing tools

1

. Tier 1 skills +
Tier 2 ) .
. Can stay calm under pressure and has extensive
Incident Responder Lo
curiosity

1

Sysadmin skills; Programming skills; Security
ills (e.g. relevant certifications as Certified
mation Systems Security Professional)

Expertise

Tier 1:

Triage Specialist

S
Infor

Figure 8. SOC tiers by Vielberth et al. [3]

E. Physical working conditions and shift ergonomics

Physical working conditions and shift ergonomics should
be optimized. This includes quarterly ergonomic reviews,
access to mental wellness support, and budgets for workspace
enhancements to reduce fatigue from environmental factors.

VIII. CONCLUSION

This study has gone through from literature review where
the current metrics deficiencies has been identified, to
empirical demonstration by using 175 Malaysian SOC
practitioners’ well-being data via the survey which adapted
the NIOSH WellBQ instruments, the eight well-being metrics
Burnout Risk, Cognitive Load & Alert Fatigue, Job
Satisfaction &  Meanings, Career = Developments,
Organizational Supports, Technology Impacts, Workplace &
Safety, and Poor Mental Health addressed human factors that
has been systematically neglected in traditional technical
performance frameworks. The research theoretically expands
occupational well-being theory to cybersecurity operations
dimension.

The metrics facilitates evidence-based management of
workforce well-being that are capable to assists SOC leaders
and HR professionals with actionable decision-making data.

The findings reveal widespread emotional fatigue,
inconsistent perceptions of psychological safety, and a strong
analyst demand for smarter tooling and clearer career
progression. These insights point to the need for SOCs to
evolve beyond traditional performance metrics and integrate
human-centric indicators into operational management.

Doing so is critical not only for team resilience but also
for the long-term sustainability and effectiveness of national
cybersecurity capabilities.
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